
AWS Fargaet Master File  
AWS Fargate — Full 20-Question Master 
Framework 2.0 Outline

 

1 — What is AWS Fargate and why does it exist as a serverless 
compute model for containers?

 

Short description: Introduces Fargate’s purpose, evolution, and core philosophy compared to traditional 
server-managed models.

2 — How AWS Fargate compares to EC2 Launch Type in terms of 
architecture, responsibility model, cost boundaries, and operational 
behavior.

 

Short description: Deep comparison of EC2 Launch Type vs Fargate Launch Type.

3 — How AWS Fargate runs ECS Tasks internally: The full execution 
flow, lifecycle, scheduler integration, and resource isolation model.

 

Short description: Covers task startup, ENI attachment, cgroups, Firecracker, and runtime internals.

4 — How AWS Fargate runs ECS Services: Desired count, service 
scheduler, service stability logic, and deployment systems.

 

Short description: Explains how Fargate services maintain availability and scaling.

5 — The complete task networking model in Fargate using awsvpc 
mode: ENI allocation, IP addressing, subnet behavior, and data-path 
flow.

 

Short description: Deep dive into VPC, subnets, and ENI placement.

6 — How load balancing works for ECS + Fargate: ALB, NLB, CLB, 
target registration, health checks, and dynamic port mapping 
differences.

 

Short description: Comprehensive Load Balancer integration model.
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7 — The service discovery model for ECS + Fargate using Cloud Map: 
DNS namespaces, service-level registrations, and health reporting.

 

Short description: Full Cloud Map integration.

8 — Advanced communication patterns in Fargate using AWS App 
Mesh: Envoy sidecar model, mesh routing, retries, timeouts, and 
mTLS.

 

Short description: Deep App Mesh service-to-service routing architecture.

9 — Sidecar patterns in Fargate: Logging sidecars, service mesh 
sidecars, proxy sidecars, and custom helper containers.

 

Short description: Explains multi-container task-level designs.

10 — The full IAM permission model for ECS + Fargate: Task Role, 
Execution Role, Service Role, and cross-service interactions.

 

Short description: Deep IAM breakdown.

11 — How Fargate scales: ECS Service auto scaling, target tracking, 
step scaling, and event-driven scaling behavior.

 

Short description: Scaling logic and triggers.

12 — How to design multi-AZ, multi-subnet high availability 
architectures for Fargate-based services.

 

Short description: Full HA strategy and flow.

13 — Security architecture for Fargate: isolation layers, seccomp, 
cgroup boundaries, IAM, network security, and secrets 
management.

 

Short description: Defense-in-depth model.

14 — Logging for Fargate: FireLens, Fluent Bit sidecars, AWS Logs 
integration, and advanced log delivery pipelines.

 

Short description: End-to-end logging structure.
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15 — Monitoring for Fargate: CloudWatch metrics, Container 
Insights, App Mesh metrics, alarms, and distributed tracing.

 

Short description: Observability model.

16 — Storage options for Fargate: EFS integration, ephemeral 
storage, mount behaviors, and data lifecycle.

 

Short description: Complete storage perspective.

17 — Fargate cost structure: CPU/memory billing, ENI overhead, 
logging/storage cost, and optimization strategies.

 

Short description: Cost behavior for architects.

18 — Designing production-grade microservice architectures on 
Fargate: bounded contexts, communication patterns, and 
deployment strategies.

 

Short description: How Fargate supports microservice design.

19 — Fully consolidated long-form summary of all Fargate concepts 
in a single narrative (no per-question summaries).

 

Short description: One full master summary.

20 — Common pitfalls, misconceptions, interview traps, and 
architectural mistakes in Fargate deployments and how to avoid 
them.

 

Short description: Final correction and best-practice guidance.

1 — What is AWS Fargate and why does it 
exist as a serverless compute model for 
containers?

 

1 — High-level definition of AWS Fargate

AWS Fargate is a fully managed, serverless compute engine for containers that works with Amazon ECS 
and Amazon EKS. When we say “serverless” in this context, we do not mean that there are literally no 
servers; instead, we mean that we do not have to provision, manage, scale, patch, or secure the 
underlying EC2 instances that run our containers. Fargate takes our container images (plus CPU, 
memory, networking, and IAM configuration) and runs them on a pool of capacity that AWS manages 
behind the scenes. We define “what” needs to run (a task or pod with containers), and AWS decides 
“where” and “how” to run it in terms of infrastructure.
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In simpler terms, if traditional container hosting is like renting and managing your own apartment 
building for your containers (instances, AMIs, capacity, patches), then Fargate is like giving AWS a floor 
plan for each tenant (task) and asking AWS to find the room, provide electricity, cooling, and security 
without us ever seeing the building management details. This shift from “managing machines” to 
“declaring workloads” is the core idea of Fargate.

2 — Where AWS Fargate fits in the AWS container ecosystem

In the AWS world, we have two main container orchestrators: Amazon ECS (AWS’s native orchestrator) 
and Amazon EKS (managed Kubernetes). Both ECS and EKS need compute capacity to actually run 
containers. Traditionally, that capacity comes from EC2 instances that we own in an Auto Scaling Group. 
Fargate replaces that EC2 capacity layer with a managed, abstract compute plane.

So the mental model is: ECS/EKS control plane = “brains” deciding which task/pod should run; Fargate = 
“muscles” actually running containers on a pool of isolated worker capacity. We still define ECS services, 
ECS tasks, or Kubernetes deployments and pods, but instead of mapping them to a set of EC2 nodes, we 
specify “launch type: Fargate” (for ECS) or “Fargate profile” (for EKS). Behind that one choice is a 
completely different responsibility model.

In this diagram, the ECS/EKS layer represents the orchestration logic, Fargate represents the fully 
managed execution platform, and our containers are the actual application code that we deploy. We 
never interact directly with the Fargate worker nodes; we only talk to ECS/EKS.

3 — Why Fargate exists: the problem with managing container hosts

Before Fargate, running containers on AWS usually meant running an ECS or EKS cluster using EC2 
instances. That model gives flexibility, but it also brings responsibilities: picking instance types, right-
sizing capacity, scaling nodes, patching OS and container runtime, applying security updates, managing 
AMIs, handling cluster fragmentation (unused CPU/memory on nodes), and planning for peaks vs 

+-------------------------+

|   ECS / EKS Control     |

|   (Schedulers, APIs)    |

+-----------+-------------+

            |

            |   (Run these tasks/pods here)

            v

+-------------------------+

|      AWS Fargate        |

|  Serverless Compute     |

|  (Hidden EC2 capacity)  |

+-------------------------+

            |

            v

+-------------------------+

|   Our Containers        |

| (App, Sidecars, etc.)   |

+-------------------------+



averages. For many teams, especially application teams, this becomes “infrastructure work” that 
distracts from delivering features.
Fargate exists to remove this heavy operational burden. Instead of thinking about “How many m5.large 
instances should I use, and what AMI should I pick?”, we think in terms of “I need 0.5 vCPU and 1 GB 
RAM for each task, and I need 10 copies of that service.” AWS translates those workload requirements 
into actual capacity provisioning, placement, and scaling. This cuts out the node-level engineering work 
and removes an entire layer of operational risk (like a cluster becoming unhealthy because of OS 
patching issues or misconfigured Docker daemon).

4 — The serverless compute abstraction for containers (what “serverless” means here)

In the function world (AWS Lambda), “serverless” means we upload code and AWS handles the runtime 
environment, scaling, and infrastructure. Fargate brings the same philosophy to containers. We package 
our application logic and dependencies into container images, define CPU and memory requirements, 
define networking and IAM roles, and AWS runs those containers without us caring about the underlying 
nodes.

The key properties of “serverless” in Fargate are: no capacity planning for nodes, no OS patching, no 
container runtime management, and a fine-grained pay-per-resource model where billing is based on 
vCPU and memory requested per task over time. We are not billed for individual EC2 instances; we are 
billed for exactly the combination of CPU and RAM that our running tasks consume over their lifetime.

This side-by-side view shows that Fargate deliberately moves the infrastructure responsibilities to AWS 
and leaves us with application-centric responsibilities only.

5 — Responsibility model: what we manage vs what AWS manages

With Fargate, our responsibility is to design and define our workloads: container images, ports, 
environment variables, configuration, IAM roles for runtime (task roles), and networking rules at the VPC 
level (which subnets, which security groups). We are responsible for code quality, configuration, and the 
higher-level architecture (load balancers, service mesh, databases, queues, and so on).

AWS takes over the node-level responsibilities. That includes provisioning physical and virtual machines, 
isolating workloads from each other, patching the host OS and container runtime, configuring the 
cluster-level agents, allocating IP addresses and ENIs at the node level, and making sure each running 

Traditional EC2-based containers                Fargate-based containers

---------------------------------              ---------------------------

We manage:                                      We manage:

- EC2 instances                                 - Task definition / Pod spec

- AMIs, OS patches                              - CPU & memory per task

- Docker runtime                                - Container images

- Cluster Auto Scaling                          - IAM task roles / env vars

AWS manages:                                    AWS manages:

- Some control plane                            - Underlying nodes / capacity

                                                - OS & runtime patching

                                                - Node scaling and placement



task gets the CPU and memory it requested. In other words, AWS is assuming all the work that an 
internal “platform team” would normally have to do in a self-managed Kubernetes/EC2 cluster.

In this conceptual matrix, our side is application-centric, AWS’s side is infrastructure-centric, and the 
shared layer (VPC, IAM, observability patterns) is where we architect and AWS provides building blocks.

6 — Conceptual building blocks inside ECS on Fargate

In ECS + Fargate, the fundamental unit of work is a “task”. A task is an instantiation of a task definition, 
which is a JSON description that defines one or more containers, their images, ports, CPU, memory, 
environment variables, IAM role (task role), logging configuration, and how they coexist. When we 
choose the Fargate launch type for that task definition (or for a service that runs that task), ECS 
delegates its execution to Fargate instead of scheduling it on an EC2 instance.

We also define “services” in ECS when we need long-running, scalable, and highly available workloads. 
An ECS service using the Fargate launch type tells ECS: “Maintain N copies of this task definition, across 
these subnets and security groups, optionally behind this load balancer, and run all of that on Fargate.” 
The presence of “launchType: FARGATE” in the service or task specification triggers a completely 
different execution path internally, where AWS provisions ephemeral, isolated capacity per task instead 
of packing tasks onto our own instances.

This flow shows the logical progression: we describe the workload at the task definition level, ECS 
service/RunTask API triggers the scheduling, and Fargate provides the runtime environment where 
containers actually live.

+---------------------------------------------------------------+

|                     Shared Responsibility                     |

+----------------------+------------------------+---------------+

|     Our Side         |       AWS Side         | Shared Layer  |

+----------------------+------------------------+---------------+

| - App code           | - Host OS & runtime    | - VPC design  |

| - Images             | - Capacity pool        | - IAM config  |

| - Task defs / pods   | - Node scaling         | - LB design   |

| - Env & configs      | - Isolation & patches  | - Logging/Mon |

+----------------------+------------------------+---------------+

Task Definition (ECS)

   |

   |  launchType = FARGATE

   v

ECS Service / RunTask API

   |

   v

AWS Fargate capacity plane

   |

   v

Running Fargate Task (our containers)



7 — Mental model of Fargate vs EC2 vs Lambda

It is helpful to place Fargate on a spectrum between EC2 and Lambda. EC2 gives maximum control over 
servers but maximum responsibility. Lambda gives maximum abstraction, but we must fit into the 
event-driven, short-lived, function model with strict limits. Fargate sits in the middle: it gives us 
container-level control (we choose OS base image, process model, ports, and long-running behavior) but 
removes the node-level burden.

From an architecture perspective, we can think of Fargate as “Lambda for containerized apps” that need 
more control, more runtime flexibility, longer execution times, background processes, or specific 
networking patterns (for example, custom sidecars, App Mesh Envoy proxies, or complex service 
discovery flows). We still gain many serverless benefits, but within the container abstraction instead of a 
single function handler.

In this spectrum, Fargate is a strategic choice when we want container flexibility but do not want to 
operate servers or clusters.

8 — Typical use cases that motivated Fargate’s design

Fargate targets teams that want to adopt containers without building a complex platform team to run a 
Kubernetes or ECS/EC2 cluster. Common use cases include stateless microservices behind an 
Application Load Balancer, APIs, back-end services, scheduled jobs and batch tasks, event-driven 
background workers (consuming from SQS, Kinesis, etc.), and workloads that run in multiple 
environments (dev/stage/prod) where we want simple, consistent infrastructure definitions.

Another motivation is environments where scaling behavior is unpredictable. Because Fargate is billed 
per task-level resource usage, we can increase or decrease the number of tasks without worrying about 
underutilized EC2 instances. This aligns with organizations that want to move toward cost models where 
each microservice team pays for exactly what it consumes in vCPU/GB-hour, instead of a shared 
cluster’s underutilized footprint.

9 — Constraints and design trade-offs that shaped Fargate

To offer this serverless container model, Fargate makes certain design trade-offs. We get strong 
isolation and managed nodes, but we lose direct control over the host. We cannot SSH into the node, we 
cannot install host-level agents, and we cannot rely on node-specific configurations or daemon sets in 
the same way we would with EC2. Our observability, security, and sidecar designs must be built using 
the official supported patterns (for example, FireLens, sidecar containers, App Mesh integration, 
CloudWatch/OTel agents inside containers) instead of host agents.

Control & Responsibility Spectrum

+-----------+----------------------+------------------------+

|   Lambda  |     Fargate          |          EC2           |

+-----------+----------------------+------------------------+

| - Minimal | - Container control  | - Full server control  |

|   control | - No node mgmt       | - Node mgmt required   |

| - Fully   | - Serverless nodes   | - Scaling via ASG      |

|   serverless| - Pay per task res | - Pay per instance     |

+-----------+----------------------+------------------------+



These constraints are not accidental; they exist because Fargate is meant to be a clean, opinionated 
boundary between the workload and the infrastructure. This is why Fargate heavily emphasizes the 
awsvpc networking mode, ENI per task, strict IAM role per task, and container-level logging/metrics 
rather than host-level tricks. It is a platform designed for consistency and safety at scale, not for per-
node custom tinkering.

10 — How this “why” impacts our future architecture decisions in this master file

Understanding why Fargate exists helps us reason about every other topic in this master file: Fargate vs 
EC2 launch types, networking models, IAM design, service mesh patterns, logging, and monitoring. In 
every case, the underlying theme will be the same: design at the container/task level, let AWS own the 
nodes, and use AWS-provided integrations (App Mesh, Cloud Map, ALB/NLB, CloudWatch, X-Ray/OTel, 
IAM roles) instead of custom node-level engineering.

As we go further into task execution, service deployment, load balancing, service discovery, service 
mesh, VPC models, IAM, and observability, we will repeatedly see that Fargate pushes us towards clean, 
declarative, per-task designs with managed infrastructure underneath. This is exactly what makes 
Fargate attractive for solution architects: we can standardize patterns and avoid the complexity of 
cluster engineering, while still designing robust microservice architectures.

2 — How AWS Fargate compares to EC2 
Launch Type in terms of architecture, 
responsibility model, cost boundaries, and 
operational behavior

 

1 — Foundational perspective: What “launch type” actually means in ECS

When we choose a launch type in Amazon ECS, we are instructing the ECS control plane to decide where 
and how our containers should run. In the EC2 launch type, ECS will place our tasks on EC2 instances 
that we own and manage. In the Fargate launch type, ECS will place our tasks on a fully managed 
serverless compute layer that AWS controls and isolates per task.

This difference completely changes the architecture we design, the operational tasks we are responsible 
for, the cost model we face, the security boundaries that isolate workloads, and even the observability 
patterns we can use. Therefore, “Fargate vs EC2 Launch Type” is not just a cost comparison—it is an 
architectural decision that determines whether we operate a container host platform ourselves or 
delegate it to AWS.

+-----------------------------+

|        ECS Control Plane    |

|   (API, Scheduler, Events)  |

+--------------+--------------+

               |

    launchType=EC2      launchType=FARGATE

               |                    |

               v                    v

   +------------------+   +-----------------------+
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This diagram shows the core branching logic: ECS decides container placement, but the infrastructure 
layer differs completely depending on launch type.

2 — Fargate architecture vs EC2 architecture for container execution

In the EC2 launch model, we must create a cluster of EC2 instances using an Auto Scaling Group, install 
the ECS agent on those instances, manage AMIs, patch the OS, configure Docker or containerd, and deal 
with cluster capacity fragmentation. ECS treats those instances as a “resource pool” where it packs tasks 
based on available CPU and memory. This architecture gives us deep control over the host, but it 
requires us to maintain everything from the OS up.

In the Fargate launch model, we do not have any EC2 instances. Instead, AWS provisions an isolated 
runtime environment per task. Each Fargate task receives its own microVM or isolated compute 
environment enforced through Firecracker, cgroups, and seccomp at a level that we cannot access 
directly. ECS simply requests “run this task with this CPU/memory”, and Fargate allocates capacity from 
AWS’s internal clusters, attaches an ENI, and runs the task without us seeing or maintaining the host.

In the EC2 diagram, tasks share the same node and compete for shared CPU/memory space. In the 
Fargate diagram, each task has its own isolated runtime that prevents noisy-neighbor problems and 
removes node-level management entirely.

3 — Responsibility model comparison: who manages what

   |  Our EC2 Cluster |   |  AWS Fargate Capacity |

   |  (We manage)      |   |  (AWS manages)       |

   +------------------+   +-----------------------+

               |                    |

               v                    v

       Running Containers     Running Containers

EC2 Launch Type Architecture

+--------------------------------------------------------+

|     Our EC2 Nodes (ASG, AMIs, Patches, Agents, etc.)   |

|   +--------------------+   +--------------------+       |

|   |       Node A       |   |       Node B       |       |

|   | Runs 3 Tasks       |   | Runs 2 Tasks       |       |

|   +--------------------+   +--------------------+       |

+--------------------------------------------------------+

Fargate Launch Type Architecture

+--------------------------------------------------------+

|      AWS Managed Fargate Compute (hidden nodes)         |

|   +--------------------+   +--------------------+       |

|   |   Fargate Task 1   |   |   Fargate Task 2   |       |

|   |  isolated microVM  |   |  isolated microVM  |       |

|   +--------------------+   +--------------------+       |

+--------------------------------------------------------+



With EC2 launch type, we are responsible for the EC2 instances, the OS, the container runtime, agent 
updates, patching cycles, scaling nodes, debugging node-level failures, managing cluster capacity, 
configuring storage drivers, and architecting high availability across subnets and AZs. ECS only handles 
the scheduling logic; the infrastructure beneath it is ours to maintain.

With Fargate, AWS takes over the entire node lifecycle: provisioning instances, patching kernels, 
updating container runtimes, handling capacity, wiring ENIs, enforcing security isolation, and performing 
node-level recovery actions. We only define task definitions, CPU/memory per task, IAM roles, 
networking, and the application containers.

This contrast is fundamental: choosing EC2 means building your own container platform; choosing 
Fargate means consuming AWS’s platform.

4 — Cost model differences: how billing behavior changes

In EC2 launch type, we pay for the EC2 instances per hour (or per second if Linux OD), regardless of 
how much of their CPU or memory is actually used. A cluster with 10 tasks on 3 EC2 instances costs the 
same as a cluster with 2 tasks on the same 3 instances. This leads to underutilization problems (unused 
CPU/memory sits idle).

In Fargate, we are billed at the granularity of each task’s CPU and memory allocation per second. If we 
run 10 tasks for 5 minutes, we pay only for those 10 task-minutes. There is no idle capacity cost because 
we do not own nodes. Fargate therefore optimizes fine-grained cost alignment but may have a higher 
per-unit price compared to EC2 when workloads are large and stable.

+-----------------------+-------------------------+

|       Responsibility  |      EC2 Launch Type    |

+-----------------------+-------------------------+

| Node provisioning     | We manage               |

| OS & runtime patching | We manage               |

| Cluster capacity       | We manage              |

| Scaling nodes         | We manage               |

| Container placement   | ECS manages             |

+-----------------------+-------------------------+

+-----------------------+-------------------------+

|       Responsibility  |     Fargate Launch Type |

+-----------------------+-------------------------+

| Node provisioning     | AWS manages             |

| OS & runtime patching | AWS manages             |

| Cluster capacity       | AWS manages            |

| Scaling nodes         | AWS manages             |

| Container placement   | ECS manages             |

+-----------------------+-------------------------+



The cost model should be chosen based on workload shape: stable heavy workloads may be cheaper on 
EC2; bursty or unpredictable workloads usually benefit from Fargate.

5 — Operational behavior: scaling, patching, failures, and performance

Scaling on EC2 launch type requires scaling EC2 nodes first and then allowing ECS tasks to place on the 
newly available capacity. This creates a two-layer scaling model: node scaling → task scaling. It adds 
complexity because if node scaling lags, tasks cannot start.

Scaling on Fargate is single-layer: ECS service scaling simply starts more Fargate tasks, and AWS 
provisions compute capacity directly. There is no node bottleneck.

Patching on EC2 requires draining tasks, replacing nodes, or doing rolling patch cycles.

Patching on Fargate is invisible; AWS performs host OS updates without disrupting tasks because each 
task is isolated in its own microVM.

Failure handling on EC2 means nodes crash, tasks restart, and Auto Scaling Groups replace bad nodes.

Failure handling on Fargate means AWS replaces capacity underneath the task without us interacting 
with nodes at all.

This operational comparison shows why Fargate simplifies life for platform teams and application 
teams.

6 — Security boundary differences: task-level isolation vs node sharing

In EC2 launch type, all tasks share the same underlying EC2 node, which means isolation depends on 
the container runtime, Linux kernel boundaries, cgroups, and security configuration we apply. 
Misconfigured host-level IAM, scripts, or daemons can affect multiple tasks.

In Fargate, each task receives its own isolated kernel boundary enforced by AWS Firecracker microVMs. 
This reduces cross-tenant risk and eliminates host-level misconfiguration risk.

Furthermore, in Fargate, each task gets its own ENI and security groups, enabling truly identity-based 

EC2 Billing

Instance-level billing

Idle cost exists

Underutilized capacity still billed

Fargate Billing

Task-level billing

No idle cost

Pay exactly for CPU + RAM used by tasks

Node Failure Path (EC2)

Node fails → ASG replaces node → ECS reschedules tasks → Cluster stabilizes

Task Failure Path (Fargate)

Task fails → ECS restarts task → no node involvement



networking at the task level—something very difficult to achieve on EC2.

This makes Fargate significantly safer for multi-team, multi-tenant environments.

7 — Network behavior differences: ENI allocation and task locality

In EC2 launch type, tasks use bridge mode, host mode, or awsvpc mode. Not all provide the same 
networking guarantees. Host ports may clash, dynamic port mapping becomes necessary, and tasks 
share the node's IP.

In Fargate, awsvpc mode is mandatory. Every task gets its own ENI and private IP.

This simplifies security because each task is treated like a small VM attached to the VPC rather than a 
container inside a node.

This model is the foundation for Cloud Map, App Mesh, and advanced network policy design.

8 — Summary: When to choose Fargate vs EC2 Launch Type

Choose EC2 launch type when:

You need full control over the host environment

You run high-density workloads to optimize cost

You require daemon sets, host agents, custom kernels, GPUs or specialized AMIs

You have stable long-running workloads that benefit from reserved instances or savings plans

Choose Fargate when:

You want serverless operational simplicity

You want strong isolation with minimum infra management

You have bursty or irregular workloads

You want granular cost-per-task

EC2 Launch Type

Tasks share the host → potential neighbor impact

Fargate Launch Type

Each task isolated → no shared host influence

EC2 Networking

Node IP shared across tasks

Task uses host/bridge mode

Port conflicts possible

Fargate Networking

ENI per task

Private IP per task

No port conflicts



You want each task to have its own ENI, IP, and security group

You want to eliminate node-level failures, patching, and scaling complexity

3 — How AWS Fargate runs ECS Tasks 
internally: The full execution flow, lifecycle, 
scheduler integration, ENI provisioning, 
isolation boundaries, and container runtime 
behavior

 

1 — Understanding what an ECS Task truly represents in the Fargate model

To understand how Fargate runs tasks internally, we must first understand what an ECS task 
fundamentally is. An ECS task is not just a single container; it is an instantiation of a task definition, 
which is a JSON document describing one or more containers, their CPU/memory requirements, 
environment variables, mount points, IAM roles, logging configuration, ports, and sidecar relationships. 
In the EC2 model, ECS tasks are scheduled onto EC2 hosts. In the Fargate model, ECS tasks are 
scheduled into AWS’s internal serverless compute plane, where each task receives an entirely isolated 
runtime environment that behaves like a single-tenant micro-VM.

This means the unit of isolation is not the container, but the task, which represents the “pod-like 
boundary” for Fargate workloads. All containers inside that task (app container, sidecar, logging agent, 
mesh proxy) share the same ENI, the same virtual network interface, the same ephemeral storage, and 
the same kernel boundary. This is the fundamental conceptual difference that guides how Fargate 
works: AWS does not place containers individually; it places tasks as a self-contained execution capsule.

Therefore, whenever ECS says “run task,” Fargate provisions a dedicated micro-environment for that 
task alone. No task ever shares a Fargate node with another task in a way that affects security, memory, 
or kernel isolation.

2 — ECS scheduler interaction: How a Task gets matched to Fargate capacity

When an ECS service needs to maintain or scale its desired count (or when we manually call RunTask), 
the ECS scheduler kicks off responsibility. ECS evaluates placement constraints, capacity providers, 
subnets, security groups, task definition metadata, and deployment strategies. In the Fargate launch 
path, the scheduler identifies that the capacity provider is FARGATE or FARGATE_SPOT and therefore 
delegates the execution to the Fargate control plane instead of searching for EC2 instances.

ECS sends a fully resolved “task placement request” to the Fargate API, which contains CPU/memory 

Task Definition

   ├── Container 1 (app)

   ├── Container 2 (sidecar)

   └── Container 3 (logging/mesh agent)

        ↓

ECS Task = All containers launched as one isolated Fargate unit
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values, networking configuration (subnets + security groups), the container definitions, and task 
metadata. Fargate then orchestrates an internal multi-step provisioning flow: allocate compute capacity, 
prepare an isolated microVM, attach networking, mount ephemeral storage, initialize container runtime, 
pull images, and bootstrap the task.

The scheduler therefore does not place tasks onto nodes but simply determines the configuration. 
Fargate becomes the actual executor.

3 — How Fargate provisions networking: ENI allocation, IP addressing, and network wiring

One of the most critical steps in Fargate task startup is network provisioning. Unlike EC2 tasks—which 
may use host-mode or bridge-mode networking—Fargate always uses awsvpc mode, which means 
every task receives a dedicated Elastic Network Interface (ENI) and a dedicated private IP address from 
the subnet we specify.

This allocation process involves AWS verifying available ENI capacity in the selected subnets and AZs. 
When capacity is available, Fargate allocates the ENI, binds it to the task runtime boundary, and 
prepares the data path from the VPC router to the microVM. That ENI becomes the task's primary 
network identity, enabling task-level security groups, identity-based routing, Cloud Map DNS 
registration, and service mesh integration.

This dedicated ENI allows the task to behave as if it were a standalone VM in the VPC, which gives 

ECS Scheduler

      ↓

Placement Decision

      ↓

launchType=FARGATE

      ↓

Fargate Control Plane

      ↓

Task Provisioning & Runtime Execution

+---------------------+

|   VPC Subnet        |

|  (10.0.1.0/24)      |

+----------+----------+

           |

     Allocate ENI

           |

           v

+-----------------------+

|   Fargate Task ENI    |

|  IP: 10.0.1.54        |

|  SG: sg-1234abcd      |

+-----------------------+

           |

      Attached to

       MicroVM



Fargate networking predictable performance, deterministic routing, and strong security boundaries.

4 — The Fargate microVM lifecycle: Firecracker, isolation, cgroups, and kernel boundaries

AWS Fargate uses an internal runtime based on Firecracker, a lightweight virtual machine technology 
purpose-built for multi-tenant container workloads. Firecracker launches a minimal micro-kernel with a 
minimal device model, providing an isolation boundary stronger than traditional container-only 
isolation.

When ECS requests a Fargate task execution, Fargate internally creates a new Firecracker microVM 
dedicated to that task. This microVM runs a dedicated instance of a minimal host OS, enforces Linux 
cgroups and namespaces, and isolates CPU and memory exactly according to the values in the task 
definition. The kernel, device drivers, and runtime inside that microVM are controlled entirely by AWS, 
ensuring consistent behavior across all tasks.

This architecture prevents “noisy neighbor” scenarios because each task has guaranteed CPU shares 
and memory boundaries fully enforced by the microVM.

This microVM-per-task model is why Fargate isolation matches or exceeds VM-level security, making it 
suitable for multi-tenant scenarios inside the same organization.

5 — Image pulling and container startup flow inside Fargate

Once the microVM is prepared, Fargate proceeds to pull container images. Images may come from 
Amazon ECR or any external registry. Fargate uses the task execution role to authenticate to these 
registries and retrieve the images securely.

After image pulling, Fargate sets up environment variables, mounts ephemeral storage (20 GiB by 
default unless custom size is configured), maps container ports, sets up logging configuration, and 
prepares any sidecar containers. It then launches containers using a runtime compatible with ECS 
(containerd or Docker-derived runtime under the hood).

The containers are then supervised by Fargate’s internal task supervisor, which monitors container 
health, exit codes, and logging endpoints.

This linear pipeline guarantees deterministic startup behavior irrespective of the underlying AWS 

Fargate Runtime (per task)

+-------------------------------------+

|   Firecracker MicroVM               |

|   +-----------------------------+   |

|   | Minimal Kernel & Runtime    |   |

|   | cgroups, namespaces, seccomp|   |

|   +-----------------------------+   |

|   | Containers (App, Sidecars)  |   |

|   +-----------------------------+   |

+-------------------------------------+

Image Pull → Env Setup → Storage Mount → Container Start → Health Signal



infrastructure.

6 — Task execution behavior: CPU/Mem reservation, runtime guarantees, and throttling logic

ECS tasks on Fargate have hard CPU and memory allocations. Unlike EC2 tasks, where CPU and memory 
may be soft limits depending on node constraints, Fargate enforces strict isolation. The microVM cannot 
exceed the CPU units and memory specified in the task definition.

If a container attempts to use more memory than allocated, Fargate kernel-level OOM (Out Of Memory) 
handling will terminate that container. If CPU spikes beyond allocation, Fargate throttles CPU cycles to 
maintain the specified limit. This strict enforcement ensures predictable performance and prevents 
task-level interference.

This behavior is important for designing reliable microservices, because any runaway container is 
isolated from affecting other workloads.

7 — Task lifecycle management: steady state, health checks, failure reactions

Once a task is running, ECS and Fargate jointly maintain its lifecycle. ECS receives periodic task state 
updates from the Fargate agent and evaluates health based on container exit codes, health checks 
(container-level or load balancer-level), and service deployment strategies.

If a container dies, Fargate reports the event to ECS. If the task is part of a service, ECS will start a 
replacement task. If the task is standalone (RunTask), it may simply stop unless we configured retries.

This separation of responsibilities—Fargate manages compute, ECS manages state—is what makes the 
architecture predictable and stable.

The node is never involved. Fargate abstracts the infrastructure entirely.

8 — How logs are shipped from tasks: runtime logging channels

Fargate does not expose the host, so all logs must be generated at the container level. When we 
configure logging in the task definition (for example, awslogs or FireLens), Fargate pipes stdout/stderr 
from containers into the logging driver directly.

With FireLens, a logging sidecar container (Fluent Bit) runs inside the task and routes logs to multiple 
destinations like CloudWatch, S3, Datadog, or Elasticsearch. This mechanism eliminates the need for 
host-level agents.

Task CPU Limit → CPU shares throttled

Task Memory Limit → Hard boundary → OOM kill if exceeded

Task Running → Container Fail → ECS Notices → ECS Restarts / Replaces

Container Logs → Log Driver → CloudWatch / FireLens → Destinations



Because logging occurs inside the task boundary, the architecture is consistent and portable across 
environments.

9 — How tasks stop: graceful shutdown and resource cleanup

When ECS instructs a task to stop—due to scaling events, service deployments, or failure recovery—
Fargate begins a shutdown sequence. It sends SIGTERM to containers, waits for the configured stop 
timeout, then issues SIGKILL if containers do not exit.

After all containers stop, Fargate releases CPU/memory, detaches and deletes the ENI, releases 
ephemeral storage, and destroys the Firecracker microVM.

This teardown leaves no residual infrastructure, which is a major advantage of the serverless model.

Each task leaves the environment clean, avoiding resource leakage.

4 — How AWS Fargate runs ECS Services: 
Desired count management, service 
scheduler behavior, deployment controllers, 
health stabilization logic, and continuous 
availability guarantees

 

1 — The foundational meaning of an ECS Service in the Fargate execution model

An ECS Service is the long-running orchestration unit that ensures our application maintains a stable 
and predictable number of running tasks at all times. A task is an execution capsule, but a service is the 
policy engine responsible for the lifecycle, scaling, deployment strategy, and auto-healing of those tasks. 
When we combine an ECS Service with the Fargate launch type, we are creating a fully managed 
architecture where AWS handles both the orchestration (ECS) and the runtime infrastructure (Fargate).

The service is responsible for ensuring that the desired count—the number of copies of our task 
definition that we want running—is always maintained. If a task crashes, becomes unhealthy, or exits 
unexpectedly, ECS will request Fargate to launch a new replacement task. This relationship turns the 
ECS Service into the “brain” and Fargate into the “execution muscle,” ensuring continuous availability 
without us touching any nodes, Auto Scaling Groups, or OS-level processes.

SIGTERM → Graceful Exit → ENI Release → microVM Destroy
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This separation of concerns is the heart of the service model: ECS keeps state, Fargate provides 
compute, and the workload remains continuously available.

2 — How ECS Service scheduler works with Fargate: placement, lifecycle, and reconciliation

The ECS Service Scheduler continuously monitors the difference between the desired task count and the 
actual running task count. If the service requires 5 tasks but only 3 are running (due to failure, scaling 
event, or deployment), the scheduler creates placement requests that instruct Fargate to run the 
missing tasks.

The scheduler also evaluates constraints such as availability zones, subnet configuration, security 
groups, capacity provider strategy (FARGATE or FARGATE_SPOT), deployment configurations (minimum 
healthy percent, maximum percent), and placement strategies (spread, binpack). With EC2 launch type, 
these rules also involve packing tasks into EC2 instances; with Fargate, the scheduler only evaluates 
constraints and delegates execution directly to Fargate, avoiding node calculus.

This reconciliation loop is continuous. As long as the service exists, ECS actively ensures that the 
application stays at the desired level of availability.

3 — Deployment models in ECS Services on Fargate: rolling update, blue/green, and controlled 
replacement

Deployments in ECS are controlled by a construct called the deployment controller, which determines 
how new versions of a task definition are rolled out. Fargate supports two deployment systems:

(a) ECS Rolling Update

(b) CodeDeploy Blue/Green

In a rolling update with Fargate, ECS gradually replaces old tasks with new ones based on the service’s 
configuration. It launches new Fargate tasks using the new task definition, waits for them to pass health 
checks, and then stops the old tasks. Fargate’s fast provisioning and isolation accelerate this process 
because new tasks do not wait on instance capacity—they obtain dedicated microVMs and ENIs 
immediately.

ECS Service

   |

   | Ensure N tasks always run

   v

Fargate Runtime

   |

   v

Launch / Replace / Recover Tasks

Desired Count = 5

Running Count = 3

Scheduler detects deviation

→ Request Fargate to launch 2 new tasks

→ Service converges back to 5



In a blue/green deployment, CodeDeploy manages two parallel environments (blue and green). Traffic is 
switched from the old environment to the new one only after the new tasks are fully healthy. Fargate’s 
natural isolation guarantees ensure that blue and green tasks do not share nodes or conflict with each 
other.

These deployment strategies allow precise control over availability and reduce deployment risk 
dramatically, especially because we do not deal with node-level issues.

4 — Health checks and stabilization: how ECS Services maintain reliability on Fargate

ECS Services depend heavily on health checks to determine if a task is operating correctly. There are two 
major categories:

Container-level health checks (defined in the task definition)

Load balancer health checks (if attached to ALB/NLB)

With Fargate, ECS receives health signals from Fargate’s task supervisor, which detects container status, 
exit behavior, and health-check failures. If a health check fails, ECS marks the task as unhealthy and 
requests Fargate to launch a replacement.

Stabilization logic ensures that services do not oscillate or restart too quickly. ECS waits for new tasks to 
reach a steady “RUNNING + HEALTHY” state before removing old ones. During deployments, ECS 
ensures the number of tasks does not drop below the minimum healthy percent, maintaining 
availability throughout the update.

This system ensures that transient failures are handled smoothly while maintaining the stability of the 
service.

5 — Multi-container Fargate tasks and service behaviors: app + sidecars + mesh proxies

ECS Services frequently run tasks that contain multiple containers: for example, the application 
container, an Envoy sidecar for App Mesh, a FireLens container for logging, and additional helper 
containers. On Fargate, all containers inside a task share the same microVM, ENI, and storage boundary.

The service scheduler treats the entire task as a single orchestration unit. If any container inside the task 

Rolling Update (Fargate)

Old Task A → launch New Task A' → verify → stop Old Task A

Blue/Green (Fargate)

Blue Env (old) → deploy Green Env → test → switch LB → terminate Blue

Container Health = OK

LB Health = OK

→ Task is healthy

Container or LB Health fails

→ ECS marks task unhealthy

→ Launch replacement task via Fargate



fails—application container exits, mesh proxy dies, logging agent restarts unexpectedly—the entire task 
is considered unhealthy. ECS will stop the task and launch a new one.
This behavior ensures that sidecar architectures remain consistent and predictable. Every task is treated 
as a self-contained “microservice instance,” with tightly controlled failure semantics.

This design is essential for advanced architectures involving service meshes, distributed tracing, and 
multi-function pods.

6 — Service-level scaling on Fargate: horizontal scaling, concurrency, and reaction time

When scaling ECS Services on Fargate, the process is exceptionally fast because there is no dependency 
on node provisioning. ECS simply increases the desired count, triggering Fargate to instantly create new 
microVMs and run new tasks with their ENIs. The only constraint becomes:

Available ENI capacity in the subnet + burst capacity limits of the region

Auto Scaling policies—target tracking (CPU 60%), step scaling, or schedule scaling—trigger the service 
scheduler to adjust the desired count. ECS issues scale-out requests to Fargate, and Fargate runs the 
additional tasks almost immediately.

Scale-in is symmetrical: ECS reduces the desired count and terminates tasks gracefully within their 
timeout windows.

The decoupling from EC2 nodes gives Fargate one of the fastest horizontal-scaling models available in 
AWS container services.

7 — How ECS Services maintain state and ensure deterministic behavior on Fargate

Services maintain a deployment history, event logs, state machine transitions, and configuration 
metadata. ECS ensures deterministic behavior through:

Continuous reconciliation against desired count

Strict health-based replacement

Deterministic deployment rules

Zone-aware placement

Controlled Termination Protection if enabled

Task (microVM)

   ├── App Container

   ├── Envoy Sidecar

   ├── FireLens Logger

   └── Helper Containers

Any container fails → Entire task replaced

Scale Out → New Fargate Tasks Immediately

Scale In → Stop Tasks → Free ENIs → microVM destroy



Fargate provides runtime execution but does not keep long-term state about tasks; ECS owns the state 
machine. This is why ECS can restart tasks, redeploy workloads, perform blue/green transitions, and 
maintain high availability without relying on nodes.

This division ensures clean separation of concerns and predictable operations at scale.

8 — Architectural consequences of using ECS Services with Fargate

By combining ECS Services with Fargate, we eliminate node management and shift fully into workload-
driven architecture. We design services purely around application behavior rather than infrastructure 
constraints.

Deployment safety increases because isolated microVMs remove cross-task risk.

Availability improves because scaling responsiveness is immediate and AWS handles host failures 
invisibly.

Security becomes more deterministic because each task has a dedicated ENI, IAM role, and clean kernel 
boundary.

This creates an environment where the architectural focus moves upward—from managing servers to 
designing microservices, communication patterns, service meshes, load balancers, and observability.

5 — The complete task networking model in 
AWS Fargate using awsvpc mode: ENI 
provisioning, IP addressing, VPC boundaries, 
data-path flow, AZ locality, throughput 
behavior, and security isolation

 

1 — Why Fargate networking is fundamentally different from EC2-based ECS networking

In the EC2 launch type, tasks share the network identity of the underlying EC2 instance, or they rely on 
the Docker bridge network or dynamic port mapping on the host. This means multiple tasks compete 
for host ports, share the same node-level network interfaces, and depend on the node’s firewall rules, 
routing tables, and NAT behavior.

Fargate intentionally eliminates all node-level networking complexity by enforcing one networking 
mode only: awsvpc mode. In awsvpc mode, each task receives its own Elastic Network Interface 
(ENI) and its own private IP address inside your VPC. This makes every task behave like an 
independent “micro-VM” with first-class network identity inside the VPC.

Because the ENI is directly attached to the Fargate microVM and not to an EC2 node, the network 
boundary becomes identical to a VPC VM. This means routing, security groups, NACLs, VPC endpoints, 
and traffic flow through the VPC fabric exactly as if each task were a small VM living inside your subnets.

ECS = State, Scheduler, Health Logic

Fargate = Compute, Isolation, Execution
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This dedicated network identity is the foundation for Fargate’s isolation, service mesh compatibility, 
Cloud Map discovery, load balancing, and security guarantees.

2 — How ENIs are allocated to Fargate tasks: internal workflow, subnet selection, and AZ binding

When ECS instructs Fargate to start a task, the first step is to allocate a network interface from one of 
the specified subnets in the service or RunTask API call. The subnet chosen must have sufficient ENI 
capacity and available IP addresses.

Once a subnet is selected, Fargate reserves an ENI and a private IP. This ENI is not created on an EC2 
instance—it is directly bound to the Fargate microVM runtime. The ENI exists in your VPC, visible in the 
ENI console, and is attached to an internal Fargate host managed by AWS in that Availability Zone.

The AZ in which the ENI is allocated defines where the task physically runs. Fargate tasks are AZ-local 
because traffic must stay inside the same AZ as the ENI. Fargate does not move tasks across AZs 
automatically; ECS decides AZ placement when launching tasks.

This behavior has architectural implications: proper subnet distribution is crucial for multi-AZ resilience 
and service stability.

3 — Fargate task network boundary: what the microVM sees internally

Inside a Fargate microVM, the ENI appears to the containers as their primary eth0 interface. All 
containers inside a task share this interface because they run within the same task-level microVM 
boundary.

This means multiple containers within the same task communicate via localhost (127.0.0.1) or via 
container links, but all external traffic enters and exits through the same ENI.

The microVM enforces isolation and attaches the ENI directly to the guest kernel, enabling predictable, 
measurable network throughput and routing identical to EC2 VPC networking.

EC2 Launch Type (bridge/host)

Multiple tasks share node network

Fargate (awsvpc mandatory)

Each task gets:

- Dedicated ENI

- Dedicated private IP

- Dedicated SG rules

Subnets Specified:

  - subnet-a (AZ-a)

  - subnet-b (AZ-b)

Fargate picks subnet-b:

  → Allocates ENI in subnet-b

  → Task runs in AZ-b



The ENI functions as the task’s identity in the VPC, with no shared host networking layer.

4 — Data path flow: how packets enter and leave a Fargate task

Because each task has its own ENI, traffic flows directly between the task and the VPC router. There is 
no node-level NAT (unless we are in a private subnet accessing the Internet through a NAT gateway), no 
shared host interface, and no port multiplexing.

Ingress traffic (e.g., from an ALB) flows directly to the task ENI. Egress traffic flows directly from the ENI 
to any destination allowed by routing and security groups.

This gives Fargate tasks deterministic network performance with no shared contention at the node 
network stack.

5 — Security group behavior on Fargate ENIs: task-level isolation

Security groups apply directly to each Fargate task. This is a major architectural advantage over EC2, 
where the instance security group governs all tasks.

In Fargate, each task can have its own dedicated security group, allowing fine-grained traffic control and 
zero-trust microsegmentation inside a VPC.

This means microservices can be isolated from each other with SG-to-SG rules, enabling identity-based 
routing.

This level of granularity is extremely powerful for multi-team or high-security architectures.

Fargate Task (microVM)

+----------------------------------+

|  eth0 (ENI: 10.0.3.45)           |

|      ↓                           |

|  Containers:                     |

|    - App container               |

|    - Sidecar (Envoy, FireLens)  |

|    - Helper containers           |

+----------------------------------+

Ingress Path:

Client → ALB → ENI → Container

Egress Path:

Container → ENI → VPC Route Table → Destination

Task A SG → allows access only to Task B SG

Task B SG → denies all except ALB

Task C SG → access to DynamoDB only



6 — How Fargate handles outbound Internet access: NAT, VPC endpoints, and resolver paths

In private subnets, Fargate tasks require a NAT Gateway to reach the public Internet (e.g., for outgoing 
API calls).

In public subnets, tasks can receive public IP assignment (optional), allowing direct Internet access.

For AWS API access, we can use VPC Endpoints to avoid NAT charges and improve security.

DNS resolution occurs via the VPC’s Route 53 Resolver, just like EC2.

This makes Fargate fully compliant with standard VPC networking rules.

7 — Internal vs external communication: how tasks talk to each other

Tasks communicate with each other using their private IPs, DNS names (via Cloud Map), or through an 
ALB/NLB.

Because each task has its own ENI, inter-service traffic runs directly through the VPC fabric—no host 
networking layer interferes, and no port mapping is needed.

This model is ideal for service meshes (App Mesh), where sidecars require predictable IP/port identity 
per task.

Predictability in addressing makes distributed system design much cleaner.

8 — Throughput and performance characteristics of Fargate networking

Fargate networking throughput scales according to task CPU allocation. Higher vCPU tasks receive 
proportionally higher network bandwidth.

For container-to-container traffic inside a task, throughput is as fast as local kernel loops.

For ENI-based traffic, performance depends on VPC infrastructure (ENI bandwidth, AZ network, 
destination).

Because tasks do not share a host network stack, no task can degrade another's performance.

This predictable scaling model is essential for latency-sensitive microservices.

Private Subnet:

Task ENI → Route Table (0.0.0.0/0 → NAT Gateway)

Public Subnet:

Task ENI → IGW (if public IP enabled)

Task A (10.0.2.12) → Task B (10.0.3.45)

Direct VPC traffic over ENIs

More vCPU → More Task-Level Network Bandwidth



9 — Fargate networking with service mesh environments (App Mesh, Envoy sidecars)

Because Fargate provides a unique ENI and IP per task, service mesh sidecars like Envoy can operate 
cleanly with dedicated ports, predictable IP identity, and well-defined routing tables.

App Mesh injects Envoy inside the task, and all inbound and outbound traffic is routed through Envoy 
using iptables manipulation inside the microVM.

This is possible because Fargate exposes a full ENI to the microVM, giving sidecars complete control 
over packet routing.

This model would be far more complex in a shared-host scenario.

10 — ENI cleanup and the networking shutdown sequence

When a task stops, Fargate detaches and deletes the ENI automatically.

Routes, SG attachments, and DNS entries (Cloud Map) are cleaned up.

No networking artifacts remain after the task exits.

This ensures networking remains clean and consistent, preventing IP leaks or stale ENIs.

6 — How load balancing works for ECS + 
Fargate: ALB/NLB integration, target 
registration, target group behavior, port 
model, health checks, and dynamic traffic 
flow inside the serverless container 
environment

 

1 — Why load balancing for Fargate requires a completely different mental model from EC2 tasks

In the EC2 launch type, tasks often run on shared nodes using bridge mode or host mode networking. 
This means multiple containers compete for host ports, dynamic port mapping is required, and the load 
balancer forwards traffic to the EC2 instance IP and an assigned host port. This model introduces 
complexity because ALB/NLB traffic flows through the node rather than directly into the container.

Fargate fundamentally changes this. Because each Fargate task receives its own ENI, its own private IP, 
and its own network namespace, the task-level container port becomes the true, direct endpoint for the 
load balancer. No host ports exist, no port collisions are possible, and the load balancer sees each task 
the same way it would see a standalone EC2 instance.

Client → Envoy Sidecar → App

App → Envoy → Destination Service

Task Stop → SIGTERM → microVM shutdown → ENI detach → ENI delete
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This simplifies everything: the ALB/NLB talks directly to the task’s private IP, no intermediate host 
networking is involved, and the entire load balancing architecture becomes more predictable, scalable, 
and secure.

This direct-to-task model is the foundation for understanding how load balancing integrates with 
Fargate.

2 — How an ALB or NLB becomes aware of Fargate tasks: target registration workflow

When we attach a load balancer to an ECS Service using Fargate, the ECS service scheduler automatically 
manages target registration and deregistration as tasks start or stop.

Here is the workflow:

1. A new task is launched by Fargate and receives its ENI + private IP.

2. ECS retrieves the assigned ENI IP and container port from the task definition.

3. ECS registers the task’s IP:port as a target in the ALB/NLB target group.

4. The load balancer begins health checks for that target.

5. Only after the task passes health checks does ALB/NLB start routing production traffic to it.

6. When the task stops, ECS automatically deregisters it from the target group.

This automatic registration/deregistration is handled fully by ECS; we never manually update target 
groups.

This creates a fully managed, self-updating load balancing environment with no manual involvement.

3 — ALB behavior with Fargate: HTTP/HTTPS routing, path rules, host-based rules, and port mapping

ALBs operate at Layer 7, which means they can inspect HTTP headers, hostnames, paths, and methods. 
In the Fargate model:

Each Fargate task listens on a container port defined in the task definition.

That port is fixed and consistent because there is no host-level dynamic port mapping.

ECS informs the ALB which ENI IP and port to use for each target.

Because the ALB talks directly to the task’s network identity, features like host-based routing, path-
based routing, sticky sessions, WebSocket support, HTTP/2, and HTTPS termination all work seamlessly.

EC2 Launch Type:

LB → Node IP : Host Port → Container

Fargate Launch Type:

LB → Task ENI IP : Container Port

Task Starts → ECS Registers Target (IP:Port)

Task Stops → ECS Deregisters Target



ALB is the preferred choice for microservices with HTTP APIs in Fargate environments due to its Layer 7 
intelligence.

4 — NLB behavior with Fargate: ultra-high-speed, L4 forwarding, static IPs, and TLS passthrough

NLB operates at Layer 4, forwarding TCP/UDP traffic with extremely low latency.

With Fargate, NLB sends raw TCP/UDP packets directly to the task ENI.

NLB supports static IPs, cross-zone load balancing, TLS passthrough, and extremely high network 
throughput. This makes it ideal for:

High-performance streaming

Gaming backend servers

Low-latency APIs that don’t require HTTP-level routing

gRPC without L7 processing

Because Fargate uses ENIs, NLB can target tasks directly via IP, achieving very high throughput and 
predictable performance.

NLB is the ideal choice for high-performance, protocol-specific workloads.

5 — Target registration model: IP-based vs instance-based targets

In the EC2 launch type, ALB/NLB often use instance-based target registration (instance ID + port).

Fargate requires IP-based target registration because there are no EC2 instances involved.

In IP-based mode, the target group stores key-value pairs of (task ENI IP : container port) for all running 
tasks.

This is more flexible than instance-based routing because it decouples the service from underlying 
compute topology and supports fully serverless scaling behavior.

IP-based targets allow the load balancer to communicate directly with isolated task endpoints.

6 — Health check behavior for Fargate tasks: container-level + LB-level integration

When using an ALB or NLB with an ECS Fargate service, two layers of health monitoring are active 
simultaneously:

Client → ALB Listener (HTTP/HTTPS)

       → Target Group

       → Task ENI : Container Port

Client → NLB → Task ENI IP : Port (TCP/UDP)

Target = 10.0.5.23:8080 (Task ENI IP + Port)



Container health checks (defined inside the task definition)

Load balancer health checks (defined inside the target group)
ECS requires the task to pass both to be considered healthy.

If the container inside the task becomes unhealthy:

→ ECS kills the task

→ Fargate stops the microVM

→ ECS launches a replacement

If the task fails load balancer health checks:

→ The load balancer removes the task from rotation

→ ECS may replace it depending on service deployment configuration

These independent layers work together to maintain service availability.

This dual-health model ensures rapid detection and recovery.

7 — Traffic flow inside Fargate service architectures: end-to-end data path

The exact traffic path when a request enters an application running on Fargate is:

Because there are no shared hosts, this path is consistent, stable, and predictable across all tasks and 
deployments.

8 — Scaling behavior with load balancers on Fargate: automatic target addition/removal

When a Fargate service scales out (due to Auto Scaling triggers or deployments):

New tasks start

ECS registers new targets in the load balancer

ALB/NLB begins health checks

Once healthy, traffic begins flowing

LB Health = FAIL → Traffic removed

Container Health = FAIL → Task replaced

Client

   ↓

ALB/NLB

   ↓ (routes to target group)

Task ENI (private IP)

   ↓

Fargate microVM

   ↓

Container Port (app)

   ↓

Application Logic



When scaling in:

ECS marks tasks for termination

ECS deregisters the target

ALB stops sending traffic

Task is gracefully stopped

This automation allows microservices to scale horizontally without any manual LB configuration.

This creates a completely self-managed load balancing lifecycle.

9 — Deployment behavior with load balancers: zero-downtime models

During deployments, ECS uses the ALB/NLB health checks to safely transition traffic:

New tasks are launched with the new version

They must pass LB health checks

Only then does ECS stop old tasks

This guarantees smooth rolling updates.

For blue/green deployments using CodeDeploy:

Two separate target groups are used (blue and green)

ALB switches traffic from blue to green instantly

Old tasks are terminated afterward

Fargate makes these updates extremely predictable due to isolated microVMs.

This minimizes risk during production releases.

10 — Security implications: SG-to-SG rules and least-privilege traffic patterns

Because each Fargate task has its own ENI, we can apply security groups per task, enabling identity-
based network policies.

ALB-to-task and NLB-to-task traffic flows depend on SG rules:

This allows extremely fine-grained control, enforcing zero-trust patterns between microservices.

Since tasks do not share a host, cross-task attacks via the host network stack are impossible.

Scale Out → More Targets → More Fargate Tasks

Scale In → Target Removal → Task Stop

Old Tasks → New Tasks (warm-up) → LB Switch → Remove Old Tasks

ALB SG → allows → Task SG

Task SG → allows → DB SG



7 — The service discovery model for ECS + 
Fargate using AWS Cloud Map: namespaces, 
service registration, DNS records, task 
lifecycle integration, and health reporting

 

1 — Why we even need service discovery in ECS + Fargate architectures

In a Fargate-based microservices system, we typically have many services—API gateways, user services, 
order services, payment services, background workers, etc.—each running as an ECS Service on Fargate 
with multiple tasks. Every Fargate task gets its own ENI and IP address, and those IPs are dynamic: they 
change when tasks scale out, scale in, or are replaced during deployments or failures. Because IPs are 
constantly changing, we cannot hard-code them or rely on static configuration. We need a mechanism 
by which one service can reliably find another by a stable name instead of hard-coded IPs. That 
mechanism is service discovery.

Service discovery gives us a stable logical name—like orders.myapp.local —that always resolves to the 
current, healthy set of task IPs for that service. ECS and AWS Cloud Map work together to keep this 
mapping accurate in real time. ECS adds and removes tasks from AWS Cloud Map as they come and go, 
and our applications simply talk to the DNS name. This decouples our code from the changing 
infrastructure layer and allows Fargate to scale and replace tasks freely without breaking connectivity.

2 — What AWS Cloud Map is and how it fits into the Fargate world

AWS Cloud Map is a managed service discovery system that maintains a registry of services and their 
instances (in our case, Fargate tasks). It supports both DNS-based discovery (via A/AAAA/SRV records) 
and API-based discovery (via Cloud Map APIs). For ECS + Fargate, the most common mode is DNS-
based discovery, where each ECS Service maps to a Cloud Map “service,” and each task becomes a 
registered instance in that service.

In this model, Cloud Map becomes the authoritative directory for “which Fargate task IPs currently 
implement this logical service name.” Our microservices only need the Cloud Map DNS name; Cloud 
Map, ECS, and Route 53 cooperate to serve updated IPs whenever we resolve the name. This is 
especially powerful in Fargate, because ENIs and IPs are ephemeral and Cloud Map hides that dynamic 
nature behind a stable DNS-based interface.

+------------------------------+

|      AWS Cloud Map           |

|  (Service Registry & DNS)    |

+------------------------------+

             ^

             |

   ECS Service (Fargate)

   Registers / Deregisters tasks

             |

             v

    Fargate Tasks (ENI IPs)
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This conceptual diagram shows Cloud Map in the middle as the registry that ECS keeps in sync and that 
clients query via DNS.

3 — Namespaces in Cloud Map: how we create logical discovery domains

Cloud Map organizes service discovery entries into namespaces, which are like discovery domains. A 
namespace can be DNS Private (like myapp.local ) associated with one or more VPCs, or DNS Public 
(like example.com ) accessible from the Internet. For ECS + Fargate in internal microservice 

environments, we typically use private DNS namespaces bound to our application VPC.

When we configure ECS Service Discovery integration, we select or create a Cloud Map namespace and 
then define ECS services inside that namespace. Each ECS service then gets a service discovery name 
such as orders.myapp.local . All tasks of that ECS service will register into this single logical service 

within the namespace. When any other service in the same VPC looks up orders.myapp.local , the DNS 
resolver talks to Cloud Map (via Route 53), which returns the private IPs of the current Fargate tasks.

This namespacing model allows clean multi-environment or multi-application segmentation, such as 
separate namespaces per environment ( dev.myapp.local , prod.myapp.local ) or per product 
boundary.

4 — Service registration: how ECS + Fargate automatically populate Cloud Map

When we create or update an ECS Service and enable Service Discovery with a Cloud Map service, ECS 
becomes responsible for registering and deregistering tasks in Cloud Map. The workflow looks like this:

When the task stops—for example, due to scaling in or a deployment—ECS automatically deregisters 
that instance from Cloud Map. This means we never manually update service discovery; ECS and Cloud 
Map keep everything in sync with the actual running tasks.

This automatic wiring is crucial in Fargate because tasks are ephemeral; Cloud Map is our living 
directory of which IPs are currently valid.

Cloud Map Namespace:

   myapp.local (Private)

Services inside:

   orders.myapp.local

   payments.myapp.local

   users.myapp.local

1. ECS Service (Fargate) starts a new task

2. Fargate assigns an ENI and IP (e.g., 10.0.2.15)

3. ECS registers an instance in Cloud Map:

     - Service: orders.myapp.local

     - Instance ID: ECS-generated

     - Attributes: IP = 10.0.2.15, Port = 8080, etc.

4. Cloud Map now knows that orders.myapp.local → 10.0.2.15



5 — DNS record types and how clients resolve Fargate tasks via Cloud Map

Depending on how we configure the Cloud Map service, DNS can return different record types:

A/AAAA records: These return the IP addresses of the tasks. Clients connect directly to a chosen 
IP on a known port (port is usually fixed in the code or config).

SRV records: These can include both port and weight/priority information along with the target 
hostname, so clients can discover both where (IP/host) and which port to use dynamically.

In most ECS + Fargate setups, we use A records with a fixed container port (such as 8080). The DNS 
name, like orders.myapp.local , resolves to multiple IPs—one per running task. The client’s DNS 

resolver or library chooses one or more of these IPs to connect to, essentially performing client-side 
load balancing across the set of healthy tasks.

The key concept is that Cloud Map’s DNS interface abstracts task churn: tasks enter and exit, IPs change, 
but the DNS name stays the same. Microservices always talk to the logical name, not the underlying IP.

This pattern works extremely well for internal RPC calls, gRPC, HTTP, and service mesh sidecar routing.

6 — Health reporting and how Cloud Map keeps only healthy instances discoverable

Cloud Map supports health filtering so that DNS answers include only instances that are considered 
healthy. There are different ways health can be evaluated:

ECS-driven health: ECS registers/deregisters tasks in Cloud Map based on task lifecycle. If a task 
stops or is draining, ECS removes it from the registry, so Cloud Map no longer returns that IP.

Route 53 health checks: For certain configurations, Cloud Map can integrate with Route 53 
health checks to monitor endpoints and remove unhealthy ones from DNS responses.

Custom API-based health updates: Other systems can update health status via Cloud Map APIs 
if we design a custom flow.

In ECS + Fargate’s common pattern, the most important mechanism is ECS lifecycle integration—when 
ECS kills a task or stops it for any reason, it will immediately deregister that instance from Cloud Map. 
This ensures that DNS answers reflect only tasks that actually exist and are in a RUNNING state.

This health-aware discovery avoids sending traffic to dead or terminating Fargate tasks.

7 — Interaction between Cloud Map and other components: load balancers, service mesh, and direct 
client calls

We can use Cloud Map in three primary ways in Fargate architectures:

Client → DNS query: orders.myapp.local

DNS → returns [10.0.2.15, 10.0.3.22, 10.0.4.31]

Client → picks an IP and connects to port 8080

Task becomes unhealthy → ECS stops it

ECS deregisters from Cloud Map

Cloud Map stops returning that IP in DNS



1) Direct client usage: One service resolves the Cloud Map DNS of another service and connects 
directly to it (client-side discovery). This is common in simple microservice setups.

2) Integration with AWS App Mesh: App Mesh uses Cloud Map as a registry for virtual nodes. Each 
Fargate task registers into Cloud Map, App Mesh sidecars (Envoy) use that DNS to discover peers, and 
the mesh then implements advanced routing, retries, and mTLS.

3) Combined with load balancers: Sometimes, external clients enter via an ALB, while internal 
microservices use Cloud Map to talk to each other. In such designs, ALB handles north–south traffic, and 
Cloud Map handles east–west traffic.

Cloud Map thus becomes the backbone for internal service-to-service communication, while ALB/NLB 
often handle edge traffic.

8 — Putting it all together: end-to-end discovery flow for a Fargate microservice call

Let us walk through a complete flow where one Fargate-based microservice calls another using Cloud 
Map:

When the orders  service needs to call payments :

If payments  scales up or down, ECS will adjust the Cloud Map records automatically. orders  service will 

continue using the same DNS name; new DNS queries will see the updated list of IPs.

External Clients → ALB → Fargate Service A

Service A → Cloud Map (orders.myapp.local) → Fargate Service B

Service B → Cloud Map (payments.myapp.local) → Fargate Service C

1. ECS Service “orders” is configured with Cloud Map service: orders.myapp.local

2. ECS Service “payments” is configured with Cloud Map service: payments.myapp.local

Orders Service:

   - Runs on Fargate

   - Tasks: 3 instances with IPs [10.0.1.10, 10.0.2.11, 10.0.3.12]

Payments Service:

   - Runs on Fargate

   - Tasks: 2 instances with IPs [10.0.4.20, 10.0.5.21]

Cloud Map registry:

   - orders.myapp.local → [10.0.1.10, 10.0.2.11, 10.0.3.12]

   - payments.myapp.local → [10.0.4.20, 10.0.5.21]

Orders container → DNS query for payments.myapp.local

DNS/Cloud Map → returns [10.0.4.20, 10.0.5.21]

Orders client library → picks one IP (e.g., 10.0.4.20) and calls it

Traffic flows:

Orders ENI → VPC routing → Payments task ENI (10.0.4.20:port)



9 — Why Cloud Map + Fargate is such a strong combination for modern microservices

Fargate makes tasks ephemeral and elastic; Cloud Map offers a stable naming system that hides that 
ephemerality. Together, they create a highly dynamic but easily consumable environment.

We gain:

Stable, human-readable service names instead of IPs.

Automatic IP registration and deregistration aligned with ECS task lifecycle.

Optional health-aware DNS filtering.

Native integration with App Mesh and DNS-based client-side load balancing.

Fine-grained, namespace-scoped discovery boundaries for multi-environment designs.

The result is that solution architects can design microservice communication patterns around logical 
boundaries instead of static infrastructure, while Fargate and Cloud Map handle the ever-changing 
details of IP addresses and task lifecycles under the hood.

8 — Advanced communication patterns in 
Fargate using AWS App Mesh: Envoy sidecar 
model, traffic routing, retries/timeouts, and 
mTLS between services

 

1 — Why we need a service mesh on top of ECS + Fargate in the first place

Once we start building serious microservice systems on ECS + Fargate, simple “service A calls service B 
over HTTP” quickly becomes insufficient. We want controlled routing (blue/green, canary, A/B), 
intelligent retries and timeouts, circuit breaking, detailed metrics, distributed tracing, and secure-by-
default mTLS between services. Implementing all of that logic inside each application (every language, 
every service) becomes painful, inconsistent, and error-prone.

A service mesh solves this by moving communication concerns into infrastructure. Instead of 
embedding retry logic, TLS management, and routing rules in our application code, we run a sidecar 
proxy next to each task (typically Envoy). All traffic into and out of the service flows through this sidecar. 
The mesh control plane (AWS App Mesh in our case) configures these sidecars with routing rules, TLS 
certificates, retry settings, metrics sinks, and observability integrations. In a Fargate world, where each 
task is already an isolated microVM with its own ENI and IP, this sidecar pattern fits extremely naturally: 
the sidecar just shares the same task boundary and ENI, and intercepts traffic at the task level.

2 — The basic App Mesh + Fargate mental model: control plane vs data plane

In App Mesh, we separate the control plane from the data plane. The control plane lives in AWS (App 
Mesh API and configuration), while the data plane consists of Envoy sidecars running inside our Fargate 
tasks.

The control plane stores: mesh definitions, virtual services, virtual nodes, virtual routers, routes, retry 
policies, timeout policies, and TLS configuration. It does not handle live traffic; it only configures the 
proxies.
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The data plane is where the actual packets flow. Every Fargate task for a mesh-enabled ECS Service runs 
two main containers: our application container and an Envoy proxy container. The Envoy is 
configured by App Mesh using a small local agent or bootstrap config. Once running, Envoy intercepts 
all incoming and outgoing traffic and applies the rules from the control plane.

This separation means we can change routing and communication behavior centrally in App Mesh 
without touching application source code.

3 — Sidecar pattern inside a Fargate task: how Envoy and the app live together

On Fargate, each task is a mini “pod” with multiple containers sharing the same ENI and storage. In a 
service mesh setup, our task definition usually contains at least:

Application container (our service logic)

Envoy sidecar (service mesh proxy)

Optional init/helper containers (for bootstrap, logging, etc.)

All these containers share the same network namespace. The typical pattern is:

The application listens on localhost (e.g., 127.0.0.1:8080  or similar)

Envoy listens on the task ENI IP and relevant ports (or intercepts traffic via iptables)

Inbound requests: Envoy receives packets on the task ENI → applies App Mesh rules → forwards 
to app on localhost

Outbound requests: app calls a local Envoy port or through iptables redirection → Envoy sends 
traffic to upstream services using App Mesh routing rules.

This pattern means the application never directly talks to other services over the VPC network; it always 
goes through Envoy, which enforces policies defined in App Mesh.

Control Plane (App Mesh)

   - Mesh, Virtual Services, Routes, TLS, Retries

   - No data traffic, just config

Data Plane (Envoy in Fargate tasks)

   - Handles actual requests/responses

   - Enforces routing, mTLS, retries, timeouts

Fargate Task (shared ENI)

+----------------------------------------+

|  ENI IP: 10.0.1.23                     |

|                                        |

|  +--------------------+  +-----------+ |

|  |   Envoy Sidecar    |  |   App     | |

|  | (Mesh Proxy)       |  | Container | |

|  | Listens: 10.0.1.23 |  | Listens:  | |

|  | and localhost      |  | 127.0.0.1 | |

|  +--------------------+  +-----------+ |

+----------------------------------------+



4 — Core App Mesh concepts mapped to ECS + Fargate

When we use App Mesh with Fargate, we deal with a few key logical objects:

Mesh — a logical boundary for a group of services that share routing and security policies.

Virtual Service — a named abstraction (like orders.svc.cluster.local  or domain-style name) 

representing a logical service. Clients in the mesh route requests to the virtual service name, not 
directly to IPs.

Virtual Node — usually corresponds to the actual backing service (for example, ECS Service + 
Fargate tasks). It defines how Envoy finds the actual endpoints (via Cloud Map or directly via IPs).

Virtual Router + Routes — define how traffic to a Virtual Service is distributed: weighted routing 
for canary, path-based routing, header-based rules, etc.

In ECS + Fargate:

Each ECS Service (for a microservice) typically maps to one Virtual Node.

The Virtual Node uses Cloud Map or DNS to discover Fargate tasks’ IPs.

The Virtual Service is what other services reference when they want to talk to that service.

Envoy sidecars inside Fargate tasks use this configuration to route traffic.

This mapping allows App Mesh to decouple callers (who just talk to a virtual service) from the underlying 
Fargate tasks and versions implementing that service.

5 — How traffic flows between two Fargate services through App Mesh

Let’s consider two ECS Services on Fargate: orders  and payments , both mesh-enabled, each with an 
Envoy sidecar.

1. The orders  app wants to call payments .

2. In code, it either calls a local Envoy endpoint or uses a DNS name that is intercepted by Envoy 
(depending on config).

3. The request first goes from the orders  application container → Envoy sidecar (same task).

4. Envoy determines the destination virtual service (say payments.myapp.local ) and consults its 

local configuration (pushed from App Mesh).

5. Envoy in orders  uses Cloud Map or DNS to find the current IPs of payments  Fargate tasks 

(virtual node endpoints).

6. Envoy establishes a connection (optionally mTLS) to Envoy in the payments  task.

7. The Envoy sidecar in payments  receives the request and forwards it internally to the payments 

App Mesh

   Mesh

     ├── Virtual Service: orders.myapp.local

     │       └── Routes → Virtual Node: orders-ecs-fargate

     └── Virtual Service: payments.myapp.local

             └── Routes → Virtual Node: payments-ecs-fargate



application container on localhost.

Note that the application code is never aware of which IP or which version of payments  is being hit; it 

just calls the virtual service. All routing, retries, encryption, and observability are done by Envoy using 
App Mesh’s central configuration.

6 — Advanced routing patterns: canary, blue/green, and A/B testing with App Mesh on Fargate

A powerful feature of App Mesh is traffic splitting between multiple versions of the same service. On 
ECS + Fargate, we implement this by:

Running multiple ECS Services (or multiple task sets) behind the same Virtual Service.

Creating multiple Virtual Nodes (one per version: payments-v1 , payments-v2 ).

Configuring App Mesh Routes to split traffic between these nodes (for example, 90% to v1, 10% to 
v2).

For a canary release:

Deploy payments-v2  as a new Fargate ECS Service.

Register payments-v2  as a second Virtual Node behind the same Virtual Service.

Set route weights: 95% to v1, 5% to v2 → observe metrics and traces.

Gradually shift weights to 50/50, then 100% v2 when stable.

Because all traffic flows through Envoy, we can perform this traffic shifting without touching code or ALB 
configuration; everything is at the mesh layer.

7 — Retries, timeouts, and circuit-breaking at the mesh level instead of in code

In traditional architectures, each microservice might implement its own retry logic, timeouts, and 
fallback behavior using language-specific libraries. This leads to inconsistency and complexity. With App 
Mesh, we define policy at the route level:

Retry policies: how many times to retry, on which HTTP status codes or gRPC codes, with which 
backoff strategy.

Timeout policies: per-request timeouts for connect, per-try, and overall request.

Circuit-breaking: connection limits, request limits, and outlier detection.

When a request from orders  to payments  fails, Envoy in orders  applies the retry/timeout rules 

automatically. The application just sees success or failure after the mesh has applied the policy.

Orders App → Orders Envoy → VPC Network → Payments Envoy → Payments App

Virtual Service: payments.myapp.local

   Route:

      - 90% → Virtual Node: payments-v1

      - 10% → Virtual Node: payments-v2



This creates consistent, centralized reliability behavior across all Fargate services, regardless of 
language.

8 — mTLS between Fargate services: secure-by-default encryption and identity

One of the strongest benefits of App Mesh is mutual TLS (mTLS) between services. Instead of manually 
managing TLS certificates inside each application, we let the mesh:

Assign each Virtual Node an identity (usually tied to a service name or AWS principal).

Distribute certificates and keys to Envoy sidecars (for example, via AWS Certificate Manager or 
ACM for Mesh).

Configure Envoy to require and validate TLS for all connections between mesh services.

The flow becomes:

Envoy in orders  initiates a TLS connection to Envoy in payments .

Both sides present certificates; App Mesh config ensures they trust each other’s CA and check 
identities.

Only if both sides authenticate does the connection proceed.

Application containers see a plain HTTP or gRPC connection to localhost; all encryption and 
authentication are done by Envoy.

This pattern greatly simplifies zero-trust networking, because we no longer rely solely on security 
groups; we add cryptographic identity and encryption on every service-to-service hop.

9 — Observability: metrics, logs, and tracing from Envoy sidecars on Fargate

Envoy sidecars automatically generate rich telemetry about traffic:

Latency distributions (p50, p90, p99)

Success/failure rates

gRPC and HTTP status breakdowns

Per-route and per-service metrics

Detailed request logs

Tracing spans for distributed tracing (X-Ray, Jaeger, etc.)

App → Envoy

Envoy:

   - Try 1 → fails (timeout or error)

   - Try 2 → goes to another endpoint

   - Respect max retries, backoff, and overall timeout

Result → returned to App

Orders Envoy ⇄ mTLS ⇄ Payments Envoy
(identities established via certificates issued from trusted CA)



On Fargate, these Envoy sidecars live inside the same task as our application, and we typically configure:

Metrics export to CloudWatch, Prometheus-compatible endpoints, or external APMs.

Access logs to CloudWatch Logs or FireLens for fan-out to third-party systems.

Tracing integration using OpenTelemetry or X-Ray SDKs in Envoy.

The application code itself can remain mostly unaware; the sidecar handles the bulk of network 
observability, giving us a powerful window into Fargate communication without modifying each service 
heavily.

10 — Putting it all together: the “mesh-native” architecture for ECS Fargate microservices

In a mature Fargate + App Mesh environment, our architecture looks like this:

Each microservice is an ECS Service running on Fargate.

Each task includes our app container + Envoy sidecar (and possibly a log sidecar).

Tasks use Cloud Map for underlying endpoint discovery; App Mesh Virtual Nodes are built on top 
of that.

Clients talk to virtual services, not concrete endpoints.

App Mesh controls advanced routing (canary, blue/green, A/B), retries, timeouts, and circuit 
breaking.

All east–west traffic between services is encrypted and authenticated with mTLS.

Envoy produces rich telemetry for metrics, logs, and tracing.

Security groups and VPC rules still apply, but the mesh adds a strong, application-level control 
layer.

The result is a communication fabric where Fargate provides the serverless compute and 
networking isolation, and App Mesh provides the intelligent, secure, and observable traffic plane. 
As solution architects, our job becomes defining services, mesh configuration, and policies—rather than 
hand-coding communication logic inside each microservice.

Envoy sidecar

   → Metrics → CloudWatch / Prometheus

   → Logs → CloudWatch Logs / FireLens → S3/ES/etc.

   → Traces → X-Ray / tracing backend

[Client]

   ↓

(ALB / NLB)

   ↓

[Fargate Service A: App + Envoy]

   ↓ (virtual service calls through Envoy)

[Fargate Service B: App + Envoy]

   ↓

[Fargate Service C: App + Envoy]



9 — Sidecar patterns in AWS Fargate: logging 
sidecars, service-mesh sidecars, proxy 
sidecars, and helper containers inside a single 
task

 

1 — What the sidecar pattern actually means in the context of Fargate tasks

In general software architecture, a sidecar pattern means we place a helper process next to our main 
application process, in the same “unit of deployment,” to provide cross-cutting capabilities such as 
logging, metrics, service mesh, TLS, caching, or configuration. In ECS + Fargate, the “unit of deployment” 
is an ECS Task, and that task can contain multiple containers. One of those containers is the primary 
application container, and the others are sidecar containers that extend or enhance the app without 
being user-facing APIs themselves.

Fargate is almost the perfect environment for sidecars, because every task is already an isolated 
microVM with its own ENI, its own IP, its own IAM role, its own storage, and its own lifecycle. When we 
add sidecars, we are simply adding more containers inside the same isolated task boundary, sharing 
the same ENI and storage. This means we get extremely tight coupling between the app and its helpers 
(they live and die together) while still being fully isolated from other tasks and services.

So the foundation of the sidecar pattern in Fargate is: multiple containers inside one task, sharing 
network + storage + lifecycle, with one “primary” app and one or more “secondary” helpers.

2 — Why sidecars fit Fargate’s awsvpc + microVM model so naturally

Fargate tasks always run in awsvpc networking mode, which gives the entire task a single ENI and IP. 
All containers in that task share the same network namespace. This means that sidecars and the main 
app can talk to each other using localhost or fixed container ports, with zero interference from other 
tasks. Because Fargate wraps the entire task in a microVM, we also get strong isolation from everything 
else in the cluster — no other task can see or tamper with this internal communication.

This design is ideal for sidecars. For example, a logging sidecar can listen locally for logs from the app 
and then ship them out; a mesh sidecar (Envoy) can listen on the ENI and route traffic to/from the app; a 
proxy sidecar can handle outbound connection pooling and caching. All of this happens inside the task 
boundary, with the ENI acting as the single entry/exit point for external traffic.

Fargate Task = 1 isolated microVM

   ├── Container 1: Application

   ├── Container 2: Sidecar (logging / Envoy / etc.)

   └── Container 3+: Extra helpers if needed
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In this model, sidecars extend capabilities without changing the external contract of the service. 
From outside, we still just see “a Fargate task with one IP.” Inside, multiple containers collaborate to 
implement cross-cutting features.

3 — Common sidecar category 1: logging and observability sidecars (FireLens and friends)

The most widely used sidecar pattern in Fargate is logging and observability, typically implemented via 
FireLens (Fluent Bit or Fluentd). In this pattern, the application container writes logs to stdout/stderr (or 
sometimes to a local file), and the FireLens sidecar is configured as the log driver for each container. The 
ECS task definition wires each container’s logs to the FireLens container, which then routes them to 
multiple destinations.

For example, we might send logs to CloudWatch Logs, S3, Elasticsearch, Splunk, or a third-party SaaS. 
The app needs to know nothing about those destinations; it only logs normally. FireLens uses 
configuration (JSON / config files) to control routing, filtering, enrichment, and buffering.

This pattern is crucial in Fargate because we cannot install host-level log agents; the only way to build 
rich log pipelines is inside the task boundary, and sidecars are the standard way to do that.

4 — Common sidecar category 2: service-mesh / Envoy sidecars for App Mesh

Another major sidecar pattern is the service mesh sidecar, most often Envoy used with AWS App Mesh 

Fargate Task (shared ENI)

+------------------------------------------------+

| ENI IP: 10.0.2.15                              |

|                                                |

|  [App Container]  <----localhost----> [Sidecar]|

|   - HTTP: 127.0.0.1:8080                       |

|   - Writes logs / metrics                      |

|                                                |

|  Sidecar:                                      |

|   - Sends logs to CloudWatch / S3 / Vendor     |

|   - Routes outbound traffic / handles TLS      |

+------------------------------------------------+

+----------------------------+

|  Fargate Task              |

|                            |

|  App Container             |

|    - writes logs → stdout  |

|         ↓                  |

|  FireLens Sidecar          |

|    - reads logs from ECS   |

|    - ships to:             |

|        - CloudWatch Logs   |

|        - S3 / Elasticsearch|

+----------------------------+



(as you saw in Question 8). In this design, the Envoy container is responsible for all inbound and 
outbound traffic, while the application only communicates with Envoy via localhost.
Envoy sidecars handle advanced routing (blue/green, canary), retry logic, timeouts, circuit breaking, 
mTLS, and observability. Because Fargate gives each task its own ENI and network namespace, Envoy 
can manipulate iptables, listen on the ENI IP, and transparently capture traffic without affecting other 
tasks.

This pattern centralizes all network reliability and security concerns inside Envoy, making the 
application container simpler and more focused on business logic.

5 — Common sidecar category 3: proxy, gateway, and outbound helper sidecars

We can also use sidecars to act as outbound proxies or mini-gateways. For example:

A forward proxy sidecar that all outbound HTTP requests go through, where the proxy handles 
connection pooling, caching, header injection, or egress filtering.

A protocol translator sidecar that converts from HTTP/JSON to some other protocol used by a 
legacy system.

A custom API gateway sidecar that normalizes or signs outbound requests to third-party APIs.

In each case, the app container is configured to call the sidecar as a local endpoint, and the sidecar 
handles the complex outbound behavior.

This keeps our app independent of external API quirks or protocols; if we later change providers or 
protocols, we only update the sidecar logic or its config, not the whole application.

6 — Common sidecar category 4: security, secrets, and identity helper containers

Some architectures use sidecars for security and identity management, for example:

A token sidecar that fetches and refreshes OAuth/JWT tokens or STS credentials and exposes 
them via localhost to the app.

+------------------------------------------------+

|  Fargate Task                                  |

|                                                |

|  Envoy Sidecar (App Mesh)                      |

|    - Listens on ENI IP:port                    |

|    - Routes → App container                    |

|    - Handles mTLS, retries, metrics            |

|                                                |

|  App Container                                 |

|    - Listens on localhost:8080                 |

|    - Calls other services via Envoy            |

+------------------------------------------------+

App Container → http://localhost:9000 (Proxy Sidecar)

Proxy Sidecar → External API / Legacy system



A secrets sidecar that retrieves secrets from AWS Secrets Manager or Parameter Store, decrypts 
them, and exposes them via a local file, tmpfs volume, or HTTP endpoint.

A policy enforcement sidecar that inspects traffic or requests and enforces additional 
authorization rules before requests leave or reach the app.

In all of these patterns, the sidecar offloads complex security logic away from the application. The 
Fargate task’s IAM task role can be granted permissions to talk to Secrets Manager, STS, or Cognito, and 
the sidecar uses that identity to obtain credentials, while the app only interacts with local interfaces.

This is especially useful when we have polyglot microservices: we implement security/identity once in a 
sidecar instead of re-implementing in every language.

7 — How we define sidecars in an ECS Fargate task definition (structure and wiring)

From a configuration point of view, sidecars are simply extra container definitions in the ECS task 
definition JSON. We declare multiple containers under containerDefinitions , and we decide:

Which container is the essential application container.

Which containers are sidecars (and whether they are marked essential or not).

Environment variables, command, entrypoints for each.

Inter-container communication: ports, localhost usage, shared volumes.

Logging driver: e.g., awslogs  or firelens  for each container.

All containers share:

The same task CPU/memory pool (divided according to definitions).

The same ENI IP and security groups.

The same ephemeral storage (unless we add EFS volumes).

Fargate Task

   ├── App Container

   │    - reads token from localhost or shared volume

   └── Security Sidecar

        - uses IAM task role to fetch tokens/secrets

        - writes them to local file or serves via localhost:port

Task Definition (conceptual)

{

  "containerDefinitions": [

    { "name": "app",     ... },

    { "name": "envoy",   ... },

    { "name": "firelens",... }

  ],

  "requiresCompatibilities": ["FARGATE"],

  "networkMode": "awsvpc",

  "cpu": "1024",

  "memory": "2048"

}



The ECS agent on Fargate will pull all these container images and start them inside the same microVM, 
giving us the sidecar architecture in practice.

8 — Lifecycle behavior: how sidecars and main app die together in Fargate

One of the most important behavioral aspects: in ECS, the task is the unit of lifecycle. If any essential 
container in the task exits, the entire task is considered stopped (or failed), and ECS may replace it (if it’s 
in a service). This means we need to carefully decide which sidecars are essential.

Typical patterns:

Envoy sidecar: usually marked essential. If Envoy dies, we want the task replaced, because the 
service should not run without the mesh.

FireLens logging sidecar: often essential too, because losing logs is unacceptable; or at least we 
want to be aware and recycle the task.

Some helper containers may be non-essential, especially if they do one-time initialization or 
optional functionality.

In Fargate, we cannot restart a single container in isolation; the task is the atomic unit. So sidecar design 
must respect that — if a sidecar is critical, we treat its failure as task failure, not just a background 
warning.

9 — Resource sizing and cost implications of sidecars in Fargate

Because Fargate billing is based on task-level CPU and memory, every sidecar consumes part of the 
same resource pool — and therefore contributes to cost. If we add heavy sidecars (Envoy doing complex 
routing, FireLens with large buffering, heavy security proxies), we must adjust the task’s CPU and 
memory to accommodate them.

Practical approach:

Estimate baseline app resource usage (e.g., 0.5 vCPU, 1 GB RAM).

Add overhead for sidecars (e.g., Envoy 0.25 vCPU / 256 MB, FireLens 0.25 vCPU / 256 MB).

Allocate a little headroom (e.g., 0.5 vCPU / 512 MB extra).

Choose a Fargate task size that safely covers app + sidecars + headroom (say 1.5–2 vCPU and 2 
GB+ RAM).

Architecturally, sidecars are extremely powerful, but we must consciously model them as first-class 
resource consumers when designing cost and scaling.

Task lifecycle:

   - Any essential container exits → Task stops → ECS/Fargate replace it (in a Service)

   - All containers healthy → Task RUNNING

Total Task CPU/Memory = App + Sidecars + Headroom

Fargate billing unit   = Total Task CPU/Memory



10 — Architectural guidance: when sidecars are appropriate vs when they are overkill

Sidecars are best used when:

We want uniform cross-cutting behavior (logging, mesh, security, metrics) across many services.

We want to decouple infrastructure concerns from application code.

We run polyglot microservices and don’t want to rewrite the same features in each language.

We can justify the resource cost and complexity by the benefits (observability, resilience, 
security).

Sidecars may be overkill when:

The service is very simple and low-traffic, where a direct ALB → container model and basic 
CloudWatch logs are enough.

We have very tight CPU/memory budgets where adding extra containers is too expensive.

We don’t need advanced routing, mTLS, or complex log pipelines.

In a Fargate-centric, production-grade microservice platform, sidecars often become the standard, 
not the exception:

Most services: app + logging sidecar (FireLens).

Many core services: app + Envoy sidecar + logging sidecar.

Some special services: app + proxy sidecar + security sidecar + logging sidecar.

This layered design keeps the application container focused on business logic, while Fargate tasks + 
sidecars implement the platform capabilities (networking, security, logs, metrics) in a consistent way 
across the entire architecture.

10 — The full IAM permission model for ECS 
Fargate: Task Role, Execution Role, Service 
Role, and permission boundaries for runtime, 
deployments, networking, and registry access

 

1 — Why Fargate requires a stricter and more explicit IAM permission model than EC2 launch type

In the EC2 launch type, tasks indirectly inherit some capabilities from the underlying EC2 instance IAM 
role (the EC2 Instance Profile). Even if this is not best practice, many teams end up letting the instance 
role have permissions for pulling images, writing logs, or accessing secrets. This can accidentally create a 
broad and implicit permission surface.

Fargate removes the underlying instance, which means no EC2 instance role exists. As a result, every 

Typical “full” Fargate task:

   - App

   - Envoy (mesh)

   - FireLens (logs)

   - Optional security / helper sidecar
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single permission that a task or container needs must be explicitly configured and granted via ECS IAM 
roles. This is extremely powerful because it forces a clean separation between:

Permissions needed to run the task itself (ECS + Fargate control plane interactions).

Permissions needed by the application code inside the container (access to AWS APIs, secrets, 
storage, queues, databases).

The result is a clean, deterministic IAM boundary: Fargate tasks run with only the permissions we 
explicitly attach, and nothing more. This makes security posture dramatically more predictable and 
auditable in a Fargate architecture.

2 — Execution Role: the role used by Fargate to pull images and set up the runtime

The task execution role (often named ecsTaskExecutionRole ) is an IAM role assumed by the Fargate 
control plane, not by your application. It is used only during task startup and shutdown. This includes:

Pulling container images from Amazon ECR (or authenticated registries).

Pushing logs to CloudWatch Logs (if using awslogs driver).

Generating and fetching AWS Logs configuration.

Accessing AWS Secrets Manager or SSM Parameter Store only if using secret injection at task 
start, where secrets are injected as environment variables or ECS secrets.

The key point is: your application code does NOT use this role. It is used by AWS infrastructure on 
your behalf. This role must include permissions like:

Least privilege is crucial here. This role should never have S3 write access, DynamoDB read access, or 
any permission intended for application logic.

3 — Task Role: the IAM identity of your running application container

The task role (also known as the task IAM role) is the identity used by your application code at 
runtime. When your container calls any AWS API (DynamoDB, S3, SQS, SNS, Secrets Manager, RDS IAM 
Auth), this is the role that signs those requests.

Each task receives temporary IAM credentials from AWS STS injected via the Fargate metadata service. 
This gives a clean, per-task identity that allows extremely fine-grained permissions.

ecr:GetAuthorizationToken

ecr:BatchGetImage

ecr:GetDownloadUrlForLayer

logs:CreateLogStream

logs:PutLogEvents

ssm:GetParameters     (if ECS secrets usage)

secretsmanager:GetSecretValue  (if ECS secrets usage)

Fargate Control Plane

    → assumes Execution Role

        → pulls images / pushes logs / retrieves encrypted secrets



Best practice is to create one task role per microservice. For example:

The app should have only the permissions it strictly needs:

The task role is the most critical IAM boundary in Fargate security because it directly governs what your 
microservice can do within your AWS account.

4 — Service Role: IAM role used by ECS service scheduler (only in special features)

The service role is rarely discussed today because many of its responsibilities have been internalized in 
the ECS service-linked role ( AWSServiceRoleForECS ). However, it historically enabled ECS to:

Perform load balancer registration/deregistration.

Manage service deployments.

Perform Auto Scaling actions for ECS services.

For modern ECS Fargate services, AWS automatically creates and uses the service-linked role:

This role allows ECS to integrate with:

Application Load Balancers

Network Load Balancers

Cloud Map service discovery

Auto Scaling

orders-service-role

payments-service-role

notifications-service-role

dynamodb:GetItem

dynamodb:PutItem

sqs:ReceiveMessage

kms:Decrypt

s3:GetObject

Application Container

    → assumes Task Role

        → calls AWS APIs with least-privilege identity

AWSServiceRoleForECS



You generally don’t modify this role directly, but it is essential for ECS service functionality.

5 — How IAM integrates into the Fargate task lifecycle: STS credentials, metadata V4, and secure 
credential injection

When a Fargate task starts, AWS creates an isolated, ephemeral execution environment. Inside that 
environment, the Fargate metadata service injects temporary STS credentials scoped to the task role. 
These credentials automatically rotate and are never stored on disk.

Applications access these credentials through the standard AWS SDK credential chain. No environment 
variables containing secret keys are used. Instead, the SDK queries the metadata service endpoint inside 
the microVM:

The chain is:

This credential injection system ensures that no long-term credentials ever exist inside your container 
images or environment variables.

6 — Using IAM roles for Secrets Manager, SSM, KMS, RDS IAM Authentication, and other sensitive 
services

Because Fargate has no underlying EC2 host role, the only IAM identity capable of accessing secrets 
or decrypting data is the task role. This makes permission boundaries extremely clean:

Secrets Manager secret decryption → task role must include secretsmanager:GetSecretValue

SSM Parameter Store secure parameter → task role must include ssm:GetParameter

KMS decryption of application data → kms:Decrypt  on the key

RDS IAM Authentication → task role must include rds-db:connect  for the DB resource

Writing logs outside awslogs driver → S3 or Kinesis permissions inside the task role

This prevents credential sprawl and forces us to define exactly which microservice can access which 
resource.

ECS Control Plane

    → assumes ECS Service-Linked Role

        → manages load balancer targets, deployments, scaling

169.254.170.2 or task metadata endpoint (v4)

Task Role → STS Temporary Credentials → Provided to app via metadata service

App Container → Task Role → KMS / Secrets Manager / SSM / RDS



7 — IAM boundaries during deployments: CodeDeploy, ECS Deployment Controller, CloudFormation 
interactions

If using blue/green deployments via CodeDeploy, additional IAM permissions are required—for the 
deployment controller, not for the application. These permissions belong to:

This role grants ECS/CodeDeploy the ability to:

Create new task sets

Shift traffic between target groups

Terminate old task sets

Evaluate health during deployment

The Fargate task role remains completely unaffected by deployments. Deployment IAM concerns belong 
to the control plane roles, not to the runtime identity.

8 — IAM for networking operations: ENI creation, attachment, and cleanup (Fargate handles this)

Unlike EC2 launch type, where EC2 instances need permission to manage ENIs, Fargate tasks do not 
create ENIs themselves. Fargate’s internal infrastructure handles ENI creation and attachment.

This means:

The task role does not need EC2 permissions.

The execution role does not need EC2 permissions.

The ECS service-linked role contains the EC2 permissions needed for ENI operations.

This dramatically simplifies the IAM model compared to EC2 clusters.

9 — Common mistakes and anti-patterns in IAM for Fargate (and why they break security)

Common IAM mistakes in ECS Fargate architectures include:

Giving broad permissions (e.g., s3:* , kms:* ) in the task role.

Putting application permissions into the execution role (incorrect—execution role is only for 
startup).

Using the same task role for all microservices (breaks isolation and least privilege).

Granting EC2 permissions to task role (irrelevant and insecure).

Injecting long-term credentials as environment variables (unnecessary and dangerous).

AWSCodeDeployRoleForECS

Fargate Infrastructure

    → creates ENIs

    → attaches ENIs

    → no IAM burden on your task roles



Strong IAM hygiene is a cornerstone of secure Fargate deployments.

10 — The recommended IAM design pattern for production-grade ECS Fargate architectures

A robust Fargate IAM model follows these rules:

One task role per microservice, granting only the permissions that specific service needs.

One execution role reused across services, with minimal permissions (ECR, logs, ECS secrets).

Service-linked role for ECS left as-is.

Fine-grained resource policies, not wildcards.

KMS key policies scoped so only specific task roles may decrypt.

Secrets Manager and SSM permissions scoped to exact secret ARNs.

No hard-coded credentials anywhere; everything pulled through IAM + metadata.

This design gives you high security, clean separation of duties, auditability, and minimal blast radius if 
any container is compromised.

11 — How Fargate scales: ECS Service Auto 
Scaling, target tracking, step scaling, event-
driven scaling, burst capacity behavior, and 
end-to-end scaling flow

 

1 — Why scaling works differently on Fargate compared to EC2 launch type

In the EC2 launch type, scaling workloads means scaling two layers:

1. Scale EC2 instances first (increasing or decreasing cluster size).

2. Then scale ECS tasks based on resource availability.

This two-layer model introduces delay, inefficiency, and complexity because tasks can only scale after 
EC2 nodes are ready—and node boot time, AMI initialization, agent startup, and instance warmup can 
take seconds to minutes.

Fargate removes the entire first layer. There are no instances, no Auto Scaling Groups, and no capacity 

Correct Principle:

Execution Role ≠ Application Role

Fargate IAM Model

   - Execution Role: ECS startup tasks only

   - Task Role: Application AWS API access

   - Service-Linked Role: ECS integrations

   - No instance role (Fargate is serverless)
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fragmentation. When ECS decides to scale tasks, Fargate immediately provisions isolated microVM 
capacity for each task without waiting for nodes. This makes scaling direct, fast, and predictable.
Therefore, Fargate scaling architecture becomes:

This difference reduces operational complexity and increases responsiveness, making Fargate one of 
the simplest and most deterministic container scaling platforms on AWS.

2 — How ECS interacts with Fargate during scale-out: the complete step-by-step flow

When load increases—CPU spikes, request latency rises, queue backlog grows—ECS Service Auto Scaling 
or an external trigger requests an increase in the desired count of tasks.

The ECS Service Scheduler then initiates a placement request for each additional task. Because the 
launch type is Fargate, the scheduler does not look for EC2 instances but directly calls the internal 
Fargate capacity provider.

Fargate allocates compute by preparing microVMs, ENIs, ephemeral storage, and container runtime 
environments for each new task. As soon as the microVM is ready, containers launch and begin serving 
traffic after passing health checks.

This model eliminates bottlenecks and ensures that scale-out happens quickly enough to respond to 
production traffic changes.

3 — How ECS Service Auto Scaling works on Fargate: the internal logic

ECS Service Auto Scaling uses standard Application Auto Scaling concepts. It monitors CloudWatch 
metrics and adjusts an ECS Service’s desired count based on scaling policies.

ECS Service Auto Scaling does not directly control Fargate compute; it only adjusts the service’s task 
count. Fargate automatically handles compute provisioning.

Typical metrics used:

EC2 Model:

Scale Nodes → Scale Tasks → Load stabilizes

Fargate Model:

Scale Tasks (direct) → Load stabilizes

Load Increase

     ↓

ECS Auto Scaling → increase desired count

     ↓

ECS Scheduler → call Fargate launch

     ↓

Fargate → allocate microVM + ENI

     ↓

Task starts → registered to LB

     ↓

Traffic begins flowing



CPUUtilization of the service

MemoryUtilization

ALB request count per target

Custom CloudWatch metrics

SQS queue length

Kinesis shard iterator age

Any metric tied to workload pressure

Scaling is decoupled from the underlying compute infrastructure, giving precise control over application 
behavior without operational overhead.

4 — Target Tracking scaling: the most common and recommended model in Fargate

Target Tracking is a proportional scaling model similar to how DynamoDB auto scaling works. It tries to 
maintain a metric at a defined target value.

Example: maintain CPU at 60%.

If CPU rises above 60%, the service scales out.

If CPU falls below 60%, the service scales in.

Target tracking is ideal for:

Web services

Microservices behind ALB

Internal APIs

Long-running background workers

This model is the most “production-friendly,” as it naturally adjusts to traffic patterns without needing 
complex calculations.

5 — Step Scaling: more manual and aggressive scaling patterns

In Step Scaling, we define discrete rules:

If CPU > 80% for 2 minutes → add 3 tasks

If CPU > 60% for 1 minute → add 1 task

If CPU < 20% for 5 minutes → remove 2 tasks

Metric Threshold → Scaling Policy → Adjust Desired Count → New Tasks Start

Target = 60% CPU

Current = 78%

→ Scale out tasks

Current = 32%

→ Scale in tasks



Step scaling provides precise control and is useful when:

Workloads have predictable spikes

Latency-sensitive systems require rapid early reaction

Queue workers need coarse scaling jumps

Step scaling is more manual but gives power users extremely fine control over reaction dynamics.

6 — Scheduled Scaling: scaling based on known traffic windows

Many workloads have predictable daily or weekly patterns:

E-commerce traffic spikes at 10 AM and 8 PM

Financial batch jobs at midnight

Upload services peak after business hours

Scheduled scaling allows architects to set:

Increase desired count at 9:45 AM

Decrease desired count at 3:00 AM

This works seamlessly in Fargate because compute provisioning is fully automatic.

7 — Event-driven scaling for Fargate tasks: SQS, Kinesis, EventBridge, and Lambda triggers

Fargate supports event-driven scaling models, where tasks scale in direct response to work being 
queued. For example:

SQS queue → trigger ECS RunTask

Kinesis streams → trigger ECS RunTask via Lambda

EventBridge → run ad-hoc tasks on schedules or events

For queue-based tasks:

This pattern is ideal for asynchronous workers, data ingestion microservices, and autonomous job 
processors.

CPU hits 82%

→ scale +3 tasks immediately

cron(15 9 * * ? *) → scale up

cron(0 3 * * ? *) → scale down

Queue Depth ↑ → more Fargate tasks started

Queue Depth ↓ → tasks stop after processing



8 — Scaling in: how Fargate gracefully reduces capacity and cleans up

When the scaling policy reduces desired count, ECS selects tasks for termination (often based on 
oldest/newest-first or deployment preference).

ECS then performs a clean shutdown:

1. StopTask signal sent

2. Containers receive SIGTERM

3. Graceful shutdown period

4. SIGKILL if timeout reached

5. Fargate tears down microVM

6. ENI detached and deleted

7. Task deregistered from target group and Cloud Map

Because tasks run in isolated microVMs, scale-in events never interfere with other running tasks.

9 — Fargate burst behavior: how AWS handles sudden large scale-outs

Fargate is designed to absorb rapid, bursty scaling demands. However, scaling responsiveness depends 
on:

ENI availability in subnets

Regional Fargate capacity

API rate limits for large spikes

When properly architected across multiple subnets and AZs, Fargate can scale very aggressively—
hundreds or thousands of tasks—within seconds to minutes.

This makes Fargate excellent for unpredictable workloads and rapid surges.

10 — Architectural best practices for building scalable Fargate services

To achieve reliable and high-performance scaling:

Use multiple subnets across at least two AZs to avoid ENI exhaustion.

Keep tasks small enough (CPU/mem) to scale out efficiently.

Always use Auto Scaling for ECS Services—never hardcode fixed task counts.

Use Cloud Map + ALB/NLB to distribute load accurately across scaled tasks.

Monitor queue depths, latency, p99 metrics, and CPU utilization.

Stop signal → Graceful exit → microVM destroyed → No leftover compute

Scale request: +200 tasks

→ Fargate creates 200 microVMs concurrently

→ All tasks start independently



Add backoff on scale-out decisions to prevent thrashing in noisy workloads.

Use Fargate Spot for cost-optimized scale-out with tolerant workloads.

With these patterns, Fargate becomes a nearly plug-and-play auto-scaling foundation for microservices 
and asynchronous job systems, with minimal operational maintenance.

12 — Designing multi-AZ, multi-subnet high-
availability architectures for AWS Fargate: 
placement logic, subnet strategy, fault-
domain isolation, resilience patterns, and 
end-to-end failure-survival behavior

 

1 — Why multi-AZ design is mandatory (not optional) for production Fargate services

High availability in AWS is fundamentally built around Availability Zones (AZs)—physically separate 
datacenters with independent power, networking, and cooling. When we deploy ECS Services with 
Fargate, AWS does not move tasks across AZs automatically during failures, nor does Fargate replicate 
tasks across AZs unless we explicitly design for it.

Therefore, if we place all tasks for a service into subnets belonging to a single AZ, then a failure of that 
AZ—power outage, fiber cut, network partition, load balancer AZ outage—will take down the entire 
microservice. ECS will not rescue that service by shifting it to another AZ.

A production-grade Fargate design always uses at least two AZs, typically three, with identical subnet 
structures and routing configurations. ECS Services then maintain tasks spread across these AZs, so 
even if one AZ becomes unreachable, tasks in other AZs continue serving traffic.

This is why AWS documentation states: multi-AZ subnet selection is the real HA mechanism for 
Fargate. ECS doesn’t magically make things multi-AZ; the subnet design does.

Thus, the most important HA decision in Fargate is subnet selection.

2 — Understanding subnet design as the HA boundary: public vs private, and per-AZ structuring

A typical production VPC has three AZs, and inside each AZ we create:

Private subnet(s) for Fargate tasks

Public subnet(s) for ALB/NLB

Scaling Foundation:

Wide subnets + target tracking + multi-AZ + well-sized tasks

Multi-AZ Fargate HA Principle:

You choose subnets → ECS places tasks into those subnets → Fargate runs tasks only in AZs 

you provide.
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(Optional) dedicated subnets for NAT Gateways, endpoints, or networking appliances
Fargate tasks almost always run in private subnets, with outbound Internet via NAT or via VPC 
Endpoints.

Load balancers (ALB/NLB) usually run in public subnets, one per AZ, enabling cross-AZ routing and HA 
at the edge layer.

The key rule: for a service to be multi-AZ, the ECS Service must be configured with multiple private 
subnets, each in different AZs.

This arrangement guarantees that Fargate tasks run on isolated infrastructure in each AZ, while the load 
balancer spans all AZs.

3 — How ECS placement logic spreads tasks across AZs

Fargate tasks are placed into the subnets we specify during service creation. If we supply, for example:

ECS internally performs AZ-aware spreading, which means:

If desired count = 3, ECS will place one task in each AZ.

If desired count = 6, ECS will place them roughly evenly across AZs (2 per AZ).

If one AZ loses capacity or fails, ECS can still launch tasks in the remaining AZs.

If an AZ recovers, ECS may rebalance during deployments.

This distribution pattern is the architectural heart of multi-AZ resilience.

4 — ENI locality: why ENIs force Fargate tasks to be AZ-specific and cannot migrate on their own

Every Fargate task receives a dedicated ENI in the subnet we provide.

Example VPC Structure

AZ-a:

  - public-a

  - private-a  ← Fargate tasks allowed here

AZ-b:

  - public-b

  - private-b  ← Fargate tasks allowed here

AZ-c:

  - public-c

  - private-c  ← Fargate tasks allowed here

subnets = [private-a, private-b, private-c]

Desired Count 3

→ Task 1 → private-a

→ Task 2 → private-b

→ Task 3 → private-c



ENIs belong to the AZ where the subnet resides.

Because tasks use those ENIs as their identity, tasks are pinned to that AZ for their entire lifecycle.

Fargate cannot detach an ENI from AZ-a and reattach it in AZ-b; AZs are physical boundaries.

Therefore, if the AZ where a task is running experiences degradation, that task will die and ECS must 
start a replacement in another AZ—but only if we provided multi-AZ subnets.

This ENI locality rule is why providing subnets across many AZs is critical.

5 — Multi-AZ with load balancers: how ALB/NLB maintains edge availability during AZ failures

ALBs and NLBs are designed for multi-AZ HA. When deployed, they automatically create one load 
balancer node in each selected AZ’s public subnet.

When requests arrive, the load balancer:

Routes traffic to healthy tasks across all AZs

Stops sending traffic to an AZ if the tasks or LB node in that AZ become unhealthy

The load balancer is therefore the “traffic distribution brain” across AZs.

As long as tasks exist in at least one AZ, the service stays alive.

6 — Scaling and deployments in a multi-AZ architecture

During scaling events, ECS places new tasks in any of the supplied subnets, balancing across AZs.

During deployments:

ECS launches new tasks across AZs

Health checks occur in each AZ

Only after new tasks in all AZs stabilize does ECS begin terminating old tasks

If one AZ has capacity issues or delays, tasks in other AZs progress normally, ensuring deployments do 
not bottleneck the entire service.

ENI → belongs to subnet (AZ-specific)

Task → belongs to the ENI

Therefore task → tied to that AZ

Client → ALB (AZ-a)

           ↳ Healthy tasks in AZ-a, AZ-b, AZ-c
If AZ-a fails:

Client → ALB (AZ-b)

           ↳ Healthy tasks in AZ-b, AZ-c



This design ensures fault-tolerance throughout deployments, not just during steady-state operation.

7 — Failure survival model: how Fargate behaves when an AZ goes down

If AZ-b fails:

All tasks in private-b subnets fail.

Their ENIs become unreachable; Fargate tasks stop or become unhealthy.

ECS detects failure and immediately attempts to replace lost tasks in the other available AZs (AZ-a and 
AZ-c).

ALB stops routing traffic to AZ-b and shifts to AZ-a and AZ-c.

This is the essence of multi-AZ resilience: a full AZ outage still results in a functioning system.

8 — Designing subnet CIDR sizes to support large-scale Fargate deployments

Each Fargate task consumes at least one private IP address (ENI IP).

If your subnet CIDRs are too small (for example /28  or /26 ), you will run out of IPs quickly.

A strong rule for production:

Microservice-rich architectures with dozens of ECS Services should use larger subnets—because scaling 
hundreds of tasks in an AZ will quickly exhaust small CIDR blocks.

Subnet sizing is directly tied to Fargate capacity.

Deploy new version

→ launch new tasks across AZs

→ ALB health-check

→ old tasks drained

→ new version active everywhere

AZ-b Failure:

  - Tasks in AZ-b → dead

  - ECS → launch replacements in AZ-a and AZ-c

  - ALB → remove AZ-b targets

  - Service remains up

Minimum recommended private subnet size for Fargate:

  /20 or /21 (≈4096 or 2048 IPs)

Small CIDR → IP exhaustion → Fargate cannot launch tasks → service impact



9 — VPC Endpoints and regional dependencies for multi-AZ Fargate

Fargate tasks depend on AWS APIs (ECR, CloudWatch Logs, Secrets Manager, SSM).

Using VPC Interface Endpoints (via PrivateLink) ensures:

Lower latency

Zero reliance on Internet/NAT during AZ failures

Higher resilience

Recommended endpoints for Fargate HA:

com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

com.amazonaws.region.logs

com.amazonaws.region.ssm

com.amazonaws.region.secretsmanager

(Optional) X-Ray, Kinesis, SNS, SQS

With these in place, even if Internet gateways or NAT fail in an AZ, tasks in other AZs continue 
functioning.

This ensures high resilience for control-plane operations.

10 — The complete reference architecture for multi-AZ Fargate high availability

Below is the conceptual 3-AZ reference model used in most enterprise deployments:

Fargate Task → VPC Endpoint → AWS Service (private network)

                      Internet

                          |

                   +--------------+

                   |     ALB      |

                   +--------------+

            /          |          \

           /           |           \

     AZ-a            AZ-b            AZ-c

  +----------+    +----------+    +----------+

  |public-a  |    |public-b  |    |public-c  |

  +----------+    +----------+    +----------+

        |              |              |

  +----------+    +----------+    +----------+

  |private-a |    |private-b |    |private-c |

  |Fargate   |    |Fargate   |    |Fargate   |

  +----------+    +----------+    +----------+

      |  \            /   \            /  |

      |   \          /     \          /   |

   Tasks across all 3 AZs (spread evenly)



Characteristics of this architecture:

ALB spans all AZs

Fargate tasks deployed into private subnets across all AZs

NAT gateways per AZ (optional but recommended)

VPC endpoints for AWS APIs

ECS Service uses all private subnets for placement

ECS + Fargate automatically balance tasks across AZs

This architecture ensures:

Survives a full AZ outage

Maintains connectivity

Maintains load balancing

Maintains scaling behavior

Maintains deployment continuity

13 — Fargate task startup and execution 
lifecycle: scheduling, ENI allocation, image 
pull, container startup order, health checks, 
steady state, and shutdown sequence

 

1 — Why the Fargate task lifecycle is fundamentally different from EC2-based ECS tasks

In the EC2 launch type, the lifecycle of a task is intertwined with the lifecycle of the underlying EC2 
instance. The ECS agent on the instance performs image pulls, manages cgroups, configures networking 
using Docker or containerd, and runs containers inside the instance’s OS kernel. This creates coupling 
between task lifecycle and instance health, AMI configuration, and host-level failures.

Fargate decouples tasks from host nodes completely. There is no ECS agent, no host-level OS, and no 
shared container runtime. Instead, each task is launched inside an isolated Fargate microVM, and the 
entire lifecycle—from ENI creation to image pull to container startup—happens inside a dedicated 
runtime environment created for that task alone.

This shift means the lifecycle of a task becomes predictable, immutable, isolated, and fully managed 
by AWS infrastructure. Every task is a fresh environment with zero residue from previous workloads. 
This is one of the core reasons Fargate provides such strong security and operational consistency.

2 — The beginning of everything: ECS Scheduler evaluates placements and creates a Fargate “launch 
request”

The lifecycle begins when ECS needs to start a task—either because an ECS Service increased desired 
count, a new deployment started, or a RunTask request was made.

The ECS Scheduler evaluates placement constraints such as:

Which subnets are allowed
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Which security groups apply

Availability Zone spreading

Capacity provider strategy (FARGATE / FARGATE_SPOT)

Health and deployment configuration
Once the scheduler picks the target subnet (and therefore an AZ), it produces a LaunchTask request to 
the Fargate control plane. That request contains:

Task definition details

ENI configuration

IAM execution role

IAM task role

CPU/memory sizing

Logging configuration

Container metadata

From this point onward, Fargate takes full control over the execution lifecycle.

3 — ENI allocation: the networking foundation of a Fargate task lifecycle

Fargate’s next step is to allocate a dedicated Elastic Network Interface inside the chosen subnet. This 
ENI is the identity of the task.

The ENI receives:

A private IP address

Security group attachments

Routing table associations (via subnet)

DNS configuration (VPC resolver)

The ENI belongs to the AZ, binding the task to that physical location.

Once the ENI is ready, Fargate attaches it to the soon-to-be-created microVM environment.

This ENI will remain attached throughout the entire task lifecycle and will be destroyed once the task 
stops.

ECS Scheduler

   → evaluates placement

   → selects subnet + AZ

   → sends LaunchTask request to Fargate

ENI (10.0.x.x)

   → created in subnet

   → assigned SGs

   → bound to task runtime AZ



4 — MicroVM provisioning: how Fargate builds an isolated runtime for each task

After networking is prepared, Fargate provisions a microVM, which is a lightweight virtual machine 
environment powered by AWS Firecracker technology.

This microVM provides:

Its own kernel

Its own process space

Its own cgroup boundaries

Its own network namespace (with the ENI attached)

Its own ephemeral local storage (20GB default or configured amount)

No other task ever shares this microVM. There is no node, no shared Docker daemon, and no host OS 
exposed to the user.

This is the strongest isolation model available in AWS container services.

5 — Image pulling: how Fargate retrieves container images using the execution role

With the microVM ready, Fargate initiates image pulling. Using the task execution role, Fargate 
authenticates against:

Amazon ECR

Private ECR repos

Public registries (with auth)

Each container image referenced in the task definition is downloaded and stored in the microVM’s local 
storage.

If images are large or stored in a remote region, this step contributes to startup time. Well-optimized 
images start significantly faster.

6 — Container startup sequence: the ordered boot of all task containers

Once images are pulled, Fargate starts containers in the order specified in the task definition. This 
includes:

Fargate MicroVM

   - isolated kernel

   - isolated processes

   - isolated network namespace (ENI)

   - ephemeral storage

Fargate Control Plane

   → assumes Execution Role

       → pulls images

       → stores them in microVM



Sidecars (logging, mesh, proxy)

Init containers (if configured through entrypoint logic)

Application containers
ECS marks containers as “RUNNING” only after their entrypoint commands begin to execute 
successfully.

Containers share the same ENI and localhost space, so sidecars like Envoy or FireLens start first to 
intercept traffic or logs.

If essential sidecars fail to start, the task is immediately stopped and replaced (if part of a service).

7 — Health checks: the stabilization phase before the task is considered READY

After containers start, ECS runs health checks defined in the task definition. These may include:

Container health checks (CMD, HTTP, etc.)

Load balancer health checks (if attached to ALB/NLB)

Only after:

All essential containers are RUNNING

Health checks mark them as HEALTHY

Load balancer verifies health (for service-attached tasks)

… does ECS consider the task to have reached steady state.

This ensures tasks don’t enter rotation prematurely.

8 — Steady-state behavior: how tasks operate during normal runtime

In steady state, containers run inside the microVM with:

Task role credentials via metadata service

VPC traffic flowing through the ENI

Logs streamed by FireLens or awslogs

Metrics scraped or generated as configured

ECS does not restart containers individually; the entire task is the unit of operation.

Start order:

   1. Envoy / FireLens / Helpers

   2. Application container(s)

Container health = OK

LB health = OK

→ Task is READY



ECS continuously monitors task health and reacts to failures instantly.

9 — Shutdown sequence: how tasks stop gracefully and release all resources

Tasks stop for several reasons:

Scale-in event

Deployment replacement

Unhealthy container

Application crash

Manual StopTask

The sequence:

1. ECS sends a StopTask signal to the microVM

2. Containers receive SIGTERM

3. Graceful shutdown begins

4. After timeout, containers receive SIGKILL

5. Fargate terminates the microVM

6. ENI is detached and deleted

7. Cloud Map deregistration

8. ALB target deregistration

No resources remain after task termination; Fargate leaves no residue.

10 — End-to-end lifecycle summary: from placement decision to microVM destruction

Here is the complete conceptual lifecycle of a Fargate task:

Task RUNNING

   → app active

   → sidecars active

   → LB sending traffic

   → Cloud Map updated

Stop → SIGTERM → Grace Period → SIGKILL → microVM destroyed → ENI deleted

1. ECS Scheduler:

      - Evaluate placement across AZs

      - Choose subnet and SGs

2. Fargate Control Plane:

      - Create ENI in chosen subnet

      - Provision microVM in matching AZ



This lifecycle is completely isolated, deterministic, repeatable, and serverless. It is one of the strongest 
operational advantages of using Fargate compared to node-based architectures.

14 — Fargate task sizing and resource 
allocation: CPU/memory model, hard limits, 
performance behavior, ephemeral storage, 
and scaling implications

 

1 — Why Fargate requires explicit CPU and memory sizing (unlike EC2 tasks)

In the EC2 launch type, tasks share the resources of the underlying EC2 instance. Even if we assign CPU 
units or memory limits in the task definition, Docker ultimately enforces them within the boundaries of 
the host instance. This means the server instance capacity is the real limit, not the task definition. It 
also means that noisy neighbors, cgroup contention, and misbehaving tasks can degrade performance 
of other tasks on the same host.

Fargate eliminates all of that by providing absolute isolation: each task receives dedicated CPU and 
memory allocated at the microVM level. These allocations are not shared, not oversubscribed, and not 
influenced by other tasks. This makes resource sizing deterministic—if you assign 1 vCPU and 2GB 
RAM, your task always gets exactly 1 vCPU and exactly 2GB RAM, with no competition.

Because Fargate must physically provision microVMs with those resources, you must choose the 
CPU/memory pair explicitly. This is not like Kubernetes autosizing or EC2-based oversubscription; it is an 
absolute reservation of compute resources per task.

3. Image Pull:

      - Use execution role to authenticate and download images

4. Container Startup:

      - Start sidecars

      - Start main app containers

5. Health Checks:

      - Container health

      - LB health (if applicable)

6. Steady State:

      - App runs

      - Sidecars running

      - Traffic flows

      - Cloud Map/LB updated

7. Shutdown:

      - SIGTERM → graceful shutdown

      - SIGKILL if needed

      - microVM destroyed

      - ENI deleted

      - Deregistration from LB / Cloud Map
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This model simplifies performance predictability and reduces operational surprises.

2 — Fargate CPU/memory combinations and how constraints work

Fargate allows specific combinations of CPU and memory. CPU options are:

For each CPU amount, memory must fall within a defined range (e.g., 0.25 vCPU allows 0.5–2GB). Higher 
CPUs allow larger memory sizes.

These constraints exist because Fargate provisions microVMs using underlying AWS hardware optimized 
for these shapes.

The CPU determines:

Maximum task-level bandwidth

Network throughput

Burst behavior

Ability to run sidecars effectively

Memory capacity determines:

Application heap size

Sidecar overhead

Buffering

Cache performance

JVM sizing (if applicable)

This structured pairing prevents invalid or inefficient configurations.

Fargate Task:

  - Guaranteed CPU

  - Guaranteed Memory

  - No contention

  - Full isolation

0.25 vCPU

0.5 vCPU

1 vCPU

2 vCPU

4 vCPU

8 vCPU

16 vCPU

CPU selection → defines memory range

Memory selection → cannot exceed CPU’s allowed range



3 — How Fargate schedules CPU: shared-core vs dedicated-core behavior

Fargate CPU shares underlying cores, but each task gets a hard CPU limit enforced at the hypervisor 
boundary. This means:

The task receives exactly its assigned number of vCPUs

It cannot burst beyond that

It cannot starve other tasks

Other tasks cannot steal its capacity

This deterministic model is perfect for microservices because performance remains predictable under 
load.

For CPU-intensive workloads (video transcoding, ML inference), higher vCPU sizes (4, 8, 16) are required.

4 — Memory behavior: hard limits and OOM protection

Memory on Fargate is an absolute hard limit. If a container consumes more memory than assigned:

It receives an Out-of-Memory kill

The task stops

ECS (if part of a service) immediately launches a replacement

There is no swap. There is no overcommit. There is no kernel-level reclamation that protects the 
container beyond its limits.

This makes sizing critical. A too-low memory configuration leads to OOM crashes.

For JVM, Python, Node, and sidecar-heavy tasks, memory planning is essential.

5 — How sidecars influence task resource sizing

Because all containers share task-level CPU and memory, sidecars consume a significant portion of your 
resources.

Example:

App container: 512MB

Envoy sidecar: 256–512MB

FireLens sidecar: 256MB

Extra overhead + caches: 256MB

Task CPU = guaranteed

Burst = limited

Contention = none

Memory > limit

→ OOMKill

→ Task replaced



Total memory required may reach 1–1.5GB. If we choose only 1GB task memory, the app will OOM.

CPU is similar:

Envoy consumes CPU for routing, mTLS, metrics

FireLens consumes CPU for log parsing

The app container shares CPU with both

Therefore we always size Fargate tasks based on app + sidecars + headroom.

Ignoring sidecar consumption is the most common cause of performance issues.

6 — Network throughput scaling with Fargate CPU size

Network bandwidth is not a fixed property—it scales with the amount of CPU assigned to the task.

More vCPU → more NIC bandwidth.

This influences:

Latency-sensitive microservices

API-gateway-facing tasks

Mesh-heavy services where Envoy handles TLS + routing

High-throughput workers pulling/pushing large data

If you give too little CPU, networking becomes a bottleneck, especially for Envoy.

Throughput and CPU sizing go hand-in-hand.

7 — Ephemeral storage: default 20GB vs configurable size

Each Fargate task has ephemeral storage available. Historically, this was fixed at 20GB. Now Fargate 
supports configuring storage up to hundreds of GB.

Ephemeral storage is used for:

Image layers

Application temp files

Local caches

Buffering (FireLens, ETL pipelines)

Build artifacts (CI tasks)

For high-volume log processing or ETL workloads, larger ephemeral storage is essential.

Task CPU/Memory = App + Envoy + FireLens + Extra

2 vCPU → more bandwidth than 1 vCPU

4 vCPU → more than 2 vCPU



When tasks stop, all storage is destroyed.

8 — Performance behavior during scale-out with different CPU sizes

Tasks with low CPU (~0.25–0.5 vCPU) take longer to start because image pulling and container 
initialization are CPU-bound.

High-CPU tasks (2–4+ vCPU) finish startup faster, especially for sidecar-heavy workloads like Envoy + 
FireLens.

If startup latency matters (e.g., autoscaling burst), higher CPU improves responsiveness.

This influences autoscaling strategy and task size selection.

9 — How to choose the right Fargate task size: a systematic approach

A practical method:

Example:

This method ensures stable operation under load.

10 — Architectural consequences: how Fargate sizing affects cost, scalability, and failure modes

Cost:

Ephemeral Storage = Non-persistent, per-task, isolated

Low CPU → slow start

High CPU → fast start

Step 1 — Measure peak CPU usage of app container

Step 2 — Measure peak memory usage

Step 3 — Add overhead for sidecars

Step 4 — Add 20–30% headroom

Step 5 — Map to Fargate CPU/memory matrix

App peak: 400MB

Envoy: 300MB

FireLens: 200MB

Buffer: 200MB

Total = ~1.1GB

Memory headroom = 1.5GB recommended

Choose 2GB memory

CPU = app (0.3) + Envoy (0.2) + logs (0.1) ~= 0.6 → choose 1 vCPU



Fargate charges strictly for CPU + memory. Larger tasks cost more, so oversizing increases cost.

However, undersizing leads to OOM crashes, repeated restarts, poor performance, failed 
deployments.

Scalability:

Smaller tasks scale out more granularly (e.g., adding 0.5 vCPU × many copies).

Larger tasks mean fewer copies but each one is more expensive and slower to replace.

Failure modes:

Small tasks are fragile if CPU or memory spikes exceed boundary.

Large tasks can survive larger spikes but are slower to start and cost more.

Solution architects typically aim for right-sized small-to-medium tasks that scale horizontally.

15 — Fargate security architecture: isolation 
boundaries, ENI-level separation, IAM 
scoping, OS/kernel isolation, and container 
security posture

 

1 — Why Fargate’s security model is radically different from EC2-based container platforms

In EC2 launch type, tasks share the same EC2 host OS, same kernel, same network stack, same file 
system namespaces, and rely on Docker/containerd to enforce isolation through cgroups and 
namespaces. While secure, this relies heavily on a shared underlying OS. If the host OS or container 
runtime has vulnerabilities, every container running on that host is indirectly exposed.

Fargate eliminates this entire risk surface. It does not allow multiple user workloads to share the same 
kernel, nor does it expose any host OS to the user. Every task receives its own Firecracker microVM, 
which means its own kernel, its own process namespace, its own network namespace, and full 
hardware-virtualization isolation. No two Fargate tasks ever share the same kernel.

This transforms the security model from “shared-kernel isolation” into “virtual machine isolation per 
task.” From an architectural standpoint, this is the single strongest security boundary AWS provides for 
containerized workloads without you managing hosts.

2 — The microVM as the core isolation boundary: kernel, cgroups, namespaces fully separated

Each Fargate task runs inside a Firecracker microVM, which provides a minimal KVM-based virtual 
machine environment.

What this gives us:

A dedicated kernel per task—no shared kernel between tasks.

Process isolation at the VM level—no chance for container breakout via kernel exploits.

Full namespace and cgroup boundaries that do not depend on Docker or the host OS.

Horizontal scaling + right-sized tasks = best Fargate economics + performance
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Clean initialization per task—no previous residues, artifacts, or stale processes.
MicroVM isolation is stronger than Docker isolation because it is enforced at the hypervisor boundary 
rather than at a shared kernel boundary.

This is the cornerstone that makes Fargate one of the most secure container execution environments in 
AWS.

3 — ENI-level network isolation: every task has its own network identity

Fargate tasks use awsvpc networking mode exclusively. This means:

Each task gets its own ENI

Each ENI has its own private IP address

Each task has its own security groups

In contrast to EC2 or Kubernetes host networking where multiple containers share the node IP and 
network namespace, Fargate ensures no task can interfere with another task’s traffic.

This gives extremely strong network isolation: tasks cannot sniff packets, inject traffic, or exploit local 
bridges.

From a security standpoint, this practically makes each Fargate task behave like a dedicated EC2 
instance in the VPC.

4 — Security groups at per-task granularity: zero-trust microsegmentation

Because Fargate tasks have their own ENI, they can also be assigned individual security groups.

This enables extremely fine-grained, identity-based routing where each microservice becomes a 
separate security principal at the network layer.

Example pattern:

This model enforces zero-trust networking inside the VPC—each service can talk only to explicitly 
allowed downstream services.

Fargate Task

   → microVM

       → isolated kernel

       → isolated filesystem

       → isolated networking

Task → ENI → isolated traffic

Other Task → different ENI → different identity

SG-orders → allows traffic only from SG-api

SG-payments → allows traffic only from SG-orders

SG-db → allows traffic only from SG-payments



This is impossible with EC2 host-shared networking, where multiple services share the same instance-
level security group.

5 — IAM Task Roles: the runtime identity of individual containers

Every Fargate task runs with a Task IAM Role, giving per-task credential isolation.

No long-term IAM credentials are embedded; instead STS temporary credentials are provided through 
the Fargate metadata endpoint.

This means:

No EC2 instance profile is shared across multiple workloads.

If one task is compromised, only its IAM role is affected.

Tasks cannot escalate to privileges held by other services.

This makes IAM Task Roles one of the most important isolation boundaries in Fargate.

The granularity is per-service and per-task, which is far stronger than host-level roles.

6 — Execution Role vs Task Role: eliminating credential mixing

Fargate strictly separates these two IAM identities:

Execution Role (used only for image pulls, logs, and secret injection at startup)

Task Role (used by the application during runtime)

Applications cannot use the Execution Role.

The Fargate control plane never uses the Task Role.

This is a clean separation of duties preventing accidental privilege escalation.

This eliminates a major class of security misconfigurations common in EC2-based ECS deployments.

7 — Secrets security: encryption, retrieval, and isolated access

Fargate supports storing secrets in:

Secrets Manager

SSM Parameter Store

Secrets can be:

Injected at startup (using Execution Role)

Retrieved at runtime (using Task Role)

Task → Task Role → STS credentials → AWS APIs

Execution Role → Fargate only

Task Role → application only



In runtime retrieval, the Task Role must explicitly allow GetSecretValue  or GetParameter .

Secrets are never stored in the image; they are always obtained dynamically.

Fargate’s isolated microVM ensures secrets are not readable by other containers or tasks.

Encryption is enforced via KMS keys with fine-grained policies.

8 — No SSH, no shell, no host access: the “no admin access” security model

Fargate does not permit:

SSH access

Host logins

Root filesystem access

Docker daemon access

Node debugging through SSH

Developers and attackers alike are blocked from entering the host layer.

Any debugging must be done using CloudWatch Logs, metrics, X-Ray, or sidecar-based tools.

This removes entire classes of attacks related to privilege escalation and host compromise.

9 — Supply chain and image security: how Fargate handles image isolation and scanning

Container images are stored independently of tasks and are pulled fresh into each microVM.

AWS integrates with:

ECR image scanning

ECR registry policies

KMS encryption

VPC endpoints for private pulls

Because each task uses its own microVM storage, no image layers are shared between tasks. This 
removes risks such as:

Malicious containers inspecting host storage

Layer leakage between tasks

Shared filesystem vulnerabilities

For stronger protection, organizations integrate:

Sigstore / Notation signing

Image scanning pipelines

App → Task Role → Secrets Manager → secret returned to task only

No host access → No elevation → No lateral movement



Repository whitelisting

10 — Complete Fargate security posture: a layered security model stronger than EC2 containers

Here is the full layered model that makes Fargate’s security architecture extremely robust:

When combined, these layers create the strongest practical security model for containers on AWS—
without requiring customers to manage hosts, patch kernels, update container runtimes, or mitigate 
host-level CVEs.

16 — Observability and logging in AWS 
Fargate: CloudWatch Logs, FireLens pipelines, 
metrics, traces, container insights, and end-
to-end telemetry architecture

 

1 — Why observability must be designed differently in Fargate (no host, no SSH, no daemon-level 
access)

In EC2-based ECS, observability often depends on host tools: CloudWatch agent, Fluentd/Fluent Bit on 
the host, node-level metrics exporters, and even SSH access for debugging. With Fargate, you lose all 

1. MicroVM isolation:

      - per-task kernel

      - per-task process space

2. ENI-level network isolation:

      - each task has its own IP + SG

3. IAM Task Role isolation:

      - per-task identity and AWS permissions

4. No host access:

      - no SSH, no Docker daemon, no host-level exploits

5. Secrets isolation:

      - dynamic retrieval per task

6. Immutable runtime:

      - every task is fresh; no residue across runs

7. LB + VPC-level perimeter:

      - SG rules, NACLs, VPC endpoints

8. Image-level security:

      - scanning, signing, private registry policies
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host access—no daemon to install, no log agent to run, no way to SSH into nodes, and no possibility of 
sending logs to host-level storage.
This means all telemetry—logs, metrics, traces—must be collected from inside the task itself, either 
using AWS-native integrations or sidecars. Fargate enforces a strict boundary: each task is a fully 
isolated execution environment, so anything related to telemetry must run per task, not per node.

Because of this, Fargate has a very clean but highly explicit observability model: logging drivers, FireLens 
sidecars, CloudWatch Logs integration, Container Insights, and sidecar-based exporters. The design is 
more predictable, more secure, and more consistent than node-based approaches.

2 — The two major logging models in Fargate: awslogs vs FireLens (sidecar-based)

Fargate supports two architectural patterns for container logs:

A) awslogs driver (simplest)

App container writes logs to stdout/stderr

ECS agent inside Fargate delivers logs directly to CloudWatch Logs

Requires no sidecar

Ideal for small apps, internal services, low-volume logs

B) FireLens (advanced)

App container writes logs to stdout/stderr

FireLens sidecar (Fluent Bit/Fluentd inside the task) receives logs

FireLens routes logs to multiple destinations (CloudWatch, S3, ES, Datadog, Splunk, etc.)

Supports enrichment, filtering, redaction, buffering

Essential for enterprise-grade log pipelines

FireLens is the de facto standard for production because Fargate has no host log agent.

3 — CloudWatch Logs integration: how logs flow from Fargate tasks to log groups

For the awslogs driver:

The Fargate runtime streams logs directly to CloudWatch Logs

Each task or container writes to a log stream within a configured log group

The Execution Role requires logs:CreateLogStream  and logs:PutLogEvents

For FireLens, logs flow:

App → FireLens container

FireLens → CloudWatch (or multiple destinations)

FireLens supports buffering in memory or on ephemeral storage, making it more resilient during log 
spikes.

App → stdout → FireLens → (CloudWatch / S3 / Vendor / Multiple)



CloudWatch Logs becomes the default logging backend unless overridden by FireLens routing.

4 — CloudWatch Metrics for Fargate tasks: service-level and task-level metrics

Fargate does not expose host metrics, but it does expose:

Service-level CPUUtilization and MemoryUtilization

Task count metrics

Load balancer request metrics (if attached to ALB/NLB)

Container Insights (enhanced metrics)

For ECS Services, key metrics include:

These metrics are suitable for autoscaling and health dashboards.

5 — Container Insights: enhanced telemetry for Fargate tasks

Container Insights for ECS + Fargate uses embedded agents inside the Fargate runtime to send detailed 
metrics, including:

Per-container CPU usage (user/system)

Per-container memory usage

Network bytes sent/received

Task-level metrics

Service-level metrics

Performance counters

In Fargate, Container Insights delivers instrumentation without sidecars or agents. AWS embeds the 
necessary components in the Fargate runtime.

Fargate Task

   ├── App Container

   └── FireLens Sidecar

          → CloudWatch

          → S3

          → ElasticSearch

          → Third-party

CPUUtilization

MemoryUtilization

RunningTaskCount

PendingTaskCount

Deployment-related metrics



This provides host-level granularity without exposing the host itself.

6 — Tracing and distributed telemetry: X-Ray, OpenTelemetry, sidecars and service meshes

Fargate supports multiple tracing models:

A) AWS X-Ray SDK inside the app

App instruments code using X-Ray libraries

Traces go to X-Ray Daemon inside the app container or sidecar

B) OpenTelemetry collector as a sidecar

App exports traces/metrics to OTel collector

Collector sends them to X-Ray, Jaeger, Datadog, etc.

C) Service mesh / Envoy tracing

Envoy automatically generates spans

Used heavily in App Mesh environments

Requires minimal application instrumentation

This gives flexibility for microservices of different languages and frameworks.

7 — FireLens architecture in detail: the essential logging pipeline for Fargate

FireLens is not optional in log-heavy environments. It solves:

Multi-destination log routing

Structured log enrichment

Filtering and noise reduction

Redaction of sensitive fields

Buffering to survive network latency

JSON parsing and field extraction

A typical FireLens task structure:

Container Insights

   → Detailed task/container metrics

   → Automatic in Fargate runtime

App → OTel Sidecar → X-Ray / Jaeger / Prometheus backend

or

Envoy Sidecar → tracing backend (no app changes)



FireLens receives logs from the ECS internal logging FIFO

FireLens config maps determine which logs go where

FireLens can fan out logs across multiple sinks

8 — Multi-tenant log routing: routing logs differently per microservice

Because FireLens runs per task, we can:

Route specific app logs to CloudWatch

Send audit logs to S3

Send error logs to Elasticsearch

Send request logs to Datadog

Send sidecar logs to a separate index

This gives superior control compared to the awslogs driver.

9 — Best practices: how to design observability for large Fargate environments

To achieve robust, enterprise-grade observability:

Always use FireLens for production logging

Use JSON structured logs from your application

Enable Container Insights for enhanced metrics

Use tracing (X-Ray or OpenTelemetry) for distributed systems

Export Envoy or sidecar metrics for service mesh tasks

Use VPC endpoints to avoid NAT costs for CloudWatch/ECR/X-Ray

Always filter logs to avoid pushing noisy/non-actionable logs

Fargate Task

  ├── App Container (log driver: firelens)

  ├── Another Container (firelens)

  └── FireLens Sidecar (Fluent Bit)

App → FireLens →

   ├── CloudWatch Logs

   ├── S3 bucket

   ├── Elasticsearch cluster

   └── Third-party APM



This unified model gives full operational visibility across your entire Fargate fleet.

10 — End-to-end observability pipeline for ECS Fargate (reference architecture)

Below is the complete observability architecture used in production Fargate systems:

This model supports logs, metrics, and traces across every microservice, every task, and every container, 
all running inside Fargate with no host dependencies.

17 — Monitoring AWS Fargate at scale: 
CloudWatch, Container Insights, Application 
Load Balancer metrics, VPC Flow Logs, custom 
telemetry, and holistic SRE visibility

 

1 — Why Fargate monitoring requires a different mental model than EC2-based ECS

In EC2-based ECS, monitoring is a combination of node-level metrics (CPU, memory, disk, network), 
cluster-level metrics, container metrics, and application metrics. SREs use host agents, node exporters, 
CloudWatch agents, and SSH-based troubleshooting.

Fargate removes the node entirely, which means:

Recommended Stack:

App Logs → FireLens → CloudWatch + S3

Metrics → Container Insights

Traces → X-Ray / OTel collector

                            CloudWatch Metrics

                          / Container Insights \

                         /                      \

   App → stdout → FireLens → CloudWatch Logs → Log Analytics

              \             \                    /

               \             → S3 (audit logs)  /

                \

                 → Vendor Destinations (ES, Splunk, Datadog)

Tracing:

   App → OTel Sidecar → X-Ray / Jaeger / Vendor Tracing Backend

   or

   Envoy Sidecar → Traces → Observability Backend

Metrics:

   ECS Service Metrics → CloudWatch

   Task Metrics → Container Insights

   Envoy Metrics → Prometheus / CW Agent Through OTel
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No host metrics

No node agents

No node-level CPU/memory

No SSH

No daemon-level log agents
Instead, monitoring shifts to task-level metrics, application-level telemetry, and service-level 
signals, which must be collected from the Fargate control plane or from within the tasks themselves.

This results in a monitoring model that is cleaner, more predictable, and more isolated—but requires 
explicit design.

The challenge becomes ensuring that every layer—load balancer, ECS service, Fargate task, network, 
and application—is properly observed.

2 — ECS Service metrics: core health indicators for Fargate workloads

ECS emits service-level CloudWatch metrics that form the backbone of Fargate monitoring:

RunningTaskCount — number of tasks currently running

PendingTaskCount — tasks waiting for Fargate capacity

DesiredTaskCount — count requested by autoscaling or deployments

CPUUtilization — average CPU across running tasks

MemoryUtilization — average memory usage

These metrics allow SREs to detect:

Scaling failures

Insufficient subnet IP availability

Deployment bottlenecks

Memory pressure

CPU saturation

Unbalanced task distribution

ECS service metrics answer the “are we healthy and scaling?” question.

3 — Task-level metrics: understanding performance per microservice instance

EC2 Model:

   Host Metrics + Container Metrics + App Metrics

Fargate Model:

   Task Metrics + Service Metrics + LB Metrics + App Metrics

Service Metrics → Primary operational signals for Fargate



Fargate exposes per-task metrics via Container Insights, including:

Task CPU usage (total, user, system)

Task memory consumption

Task network I/O

Container restart behavior (if non-essential containers fail)

These metrics provide visibility into:

OOM risk

CPU throttling (if near vCPU limit)

Memory saturation

Overloaded sidecars (Envoy, FireLens)

Task-level throughput

Without node-level data, per-task visibility becomes the new root of performance analysis.

4 — Container Insights: the enhanced metrics engine for Fargate

Container Insights automatically collects detailed telemetry with no agents needed inside your tasks.

It provides:

Per-container CPU breakdown

Per-container memory breakdown

Network stats per container

ECS task lifecycle events

Service-level performance charts

Dashboarding in CloudWatch

Container Insights consolidates metrics that would normally require node exporters or host daemons.

It is one of the most important monitoring capabilities in Fargate.

5 — Application Load Balancer (ALB) metrics: the front-door health of Fargate services

For services behind an ALB, critical metrics include:

RequestCount — total inbound requests

Per-Task Metrics → reveal per-instance bottlenecks

Container Insights:

   CPU (task/container)

   Memory (task/container)

   Network

   ECS lifecycle metrics



TargetResponseTime — latency

HTTPCode_Target_5XX_Count — application failures

HTTPCode_ELB_5XX_Count — LB-level errors

RejectedConnectionCount — concurrency overload

TargetConnectionErrorCount — connection failures to tasks

HealthyHostCount — number of healthy tasks

UnHealthyHostCount — failing tasks

Why this matters:

If latency increases before CPU spikes → the bottleneck may be application logic.

If 5XX errors increase before memory grows → code or dependencies may be failing.

If UnHealthyHostCount increases → tasks fail LB health checks (crashes, slow startups).

If TargetConnectionErrorCount grows → networking issues (SG, NACL, DNS, ENI problems) occur.

ALB metrics often detect problems earlier than ECS or Fargate metrics.

6 — Fargate platform metrics: ENI provisioning failures, task startup delays, image pull performance

Fargate publishes internal metrics and event logs through ECS Events and CloudWatch Events:

CannotCreateENI — subnet IP exhaustion

TaskStopped: OutOfMemoryError — memory sizing issues

TaskKilled: Essential container exited — sidecar failures

CannotPullContainerError — ECR/permissions/network issues

FargatePlatformThrottling — internal throttling from control plane

These are often the first signs of:

Subnet design issues

IAM misconfigurations

Bad deployments

Bad images

VPC endpoint failures

SREs must monitor these events continuously.

7 — VPC Flow Logs and task-level network monitoring

ALB Metrics → best indicators of real user experience

Fargate Events → immediate indicators of platform-level failures



Because each Fargate task has its own ENI, VPC Flow Logs become per-task network logs.

VPC Flow Logs allow you to see:

Allowed vs denied connections

Traffic volume per task

Unexpected east–west communication

Security group or NACL misconfigurations

Latency introduced by network paths

This gives deep visibility into microservice communication patterns.

This is far more granular than EC2 host-level flow logs.

8 — Distributed tracing: X-Ray, App Mesh/Envoy, and OpenTelemetry pipelines

Fargate supports three primary tracing models:

1) AWS X-Ray instrumentation inside the app

Best for AWS-native stacks

Lightweight

Integrates with CloudWatch ServiceLens

2) Envoy tracing (App Mesh)

No app instrumentation needed

Envoy sidecar produces spans automatically

Ideal for service-mesh-based architectures

3) OpenTelemetry collector (sidecar)

Multi-backend

Vendor-neutral

Export traces, metrics, logs

For microservices, tracing becomes mandatory when debugging distributed workloads.

9 — Custom application metrics: business KPIs, latency SLOs, domain metrics

Beyond system metrics, SREs must collect business and domain-level metrics. Examples:

OrderProcessedCount

PaymentFailureRate

Task ENI → Flow Logs → per-task traffic visibility

App / Envoy → OTel / X-Ray → Central tracing backend



TimeSpentInQueue

CacheHitRatio

ExternalAPIErrorRate

P99 latency per endpoint

Retry counts

Timeout rates

These metrics should be emitted via:

CloudWatch Embedded Metrics Format

OpenTelemetry metrics API

Custom metrics via statsd → OTel collector → backend

Without business metrics, system health does not reflect service health.

10 — The complete Fargate monitoring reference architecture

Here is the full multi-layer telemetry relationship for Fargate:

Application KPIs → drive SLOs, autoscaling, capacity planning

===============================================================

 Layer 1 — Edge Metrics (User-facing)

   - ALB Metrics (latency, 5XX, request rate)

===============================================================

 Layer 2 — ECS Service Metrics (Control plane health)

   - CPUUtilization, MemoryUtilization

   - RunningTaskCount, PendingTaskCount

   - Deployment status, scaling behavior

===============================================================

 Layer 3 — Fargate Task / Container Metrics

   - Task-level CPU/memory

   - Container Insights telemetry

   - Task network I/O

===============================================================

 Layer 4 — Logging

   - FireLens → CloudWatch/S3/ES

   - Application structured logs

===============================================================

 Layer 5 — Tracing and APM

   - X-Ray / OpenTelemetry / Envoy

   - Cross-service trace stitching

===============================================================

 Layer 6 — Network Monitoring

   - VPC Flow Logs (per-task ENI)

   - SG/NACL diagnostics

===============================================================

 Layer 7 — Business and Domain Metrics



This layered model gives end-to-end operational visibility of:

User experience

Service health

Task performance

Infrastructure behavior

Application correctness

Microservice communication patterns

Security boundaries

Business outcomes

It is the foundation of SRE-grade observability for Fargate-based microservice platforms.

18 — Advanced service-to-service 
communication in ECS Fargate: Cloud Map 
service discovery, App Mesh, Envoy sidecar 
pattern, mTLS between microservices, retry 
logic, circuit breaking, and end-to-end flow 
control

 

1 — Why service-to-service communication requires deeper design in Fargate (no host networking, no 
shared node mesh)

In EC2-based ECS or Kubernetes, many communication patterns depend on node-level agents, iptables 
rules, shared bridges, host-level proxies, or daemonsets. These work because multiple containers share 
the same EC2 instance and therefore share the same networking stack.

In Fargate, every task has its own ENI, its own network namespace, its own microVM, and nothing 
is shared across tasks. There is no shared kube-proxy, no shared CNI daemon, no host-level network 
mesh, and no daemonset-style sidecar.

This fundamental isolation means all service-to-service communication must be explicit:

Explicit DNS discovery

Explicit service registry

Explicit proxy sidecars (Envoy/App Mesh)

Explicit mTLS termination

Explicit retry/circuit-breaking at the proxy

This isolation gives strong security, but requires a formal architecture for service discovery, routing, and 

   - KPIs, SLOs, custom CloudWatch metrics

===============================================================
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communication reliability.

2 — Cloud Map service discovery: the foundation of dynamic discovery in ECS + Fargate

ECS integrates natively with AWS Cloud Map, which acts as a dynamic service registry for discovering 
running tasks.

When Cloud Map is enabled on an ECS Service:

Each running Fargate task registers itself in Cloud Map with its ENI IP and port.

When tasks scale up/down, ECS automatically registers/deregisters them.

Client services perform DNS lookups to retrieve task endpoints.

Cloud Map supports:

A/AAAA records for tasks

SRV records for port discovery

Health checking

TTL-based caching behavior

Cloud Map is a simple but powerful solution for internal service-to-service discovery without needing a 
full service mesh.

3 — Why Cloud Map alone is not enough for large microservice platforms

Cloud Map provides discovery, but not the advanced communication guarantees needed for high-scale 
distributed systems:

No retries or backoff

No circuit breaking

No mTLS

No traffic shaping

No per-service routing rules

No cross-version traffic splitting (blue/green, canary)

No metrics or distributed tracing built into the communication layer

This is where service mesh becomes necessary for more mature microservice architectures.

4 — AWS App Mesh: the service mesh built for Fargate + ECS microservices

App Mesh provides a consistent communication layer across microservices by injecting an Envoy 
sidecar into each Fargate task.

App Mesh offers:

mTLS between services

Client Service → DNS Query → Cloud Map → List of task IPs → Connect



Automatic retries

Circuit breaking

Timeouts

Traffic shifting

Request shadowing

Per-service routing rules

Observability integrations (X-Ray, Prometheus, OTel)
App Mesh defines:

Virtual services: logical names

Virtual nodes: how to communicate with tasks

Virtual routers: traffic rules

Routes: rules for requests (prefix/path/weighted)

Because Fargate tasks run isolated microVMs, App Mesh is a natural fit: every task has a dedicated 
Envoy proxy, enabling per-task routing and mTLS with zero host dependencies.

5 — Envoy sidecar pattern: how Envoy becomes the communication engine

In the Envoy sidecar pattern:

Every task runs two containers:

App container

Envoy container (sidecar)

Outbound and inbound traffic flows through Envoy.

Envoy enforces:

mTLS

Retries

Circuit breaking

Timeout configurations

Metrics and traces

Service mesh routing rules

App → Envoy → App Mesh → Envoy (downstream) → App

Inbound:

Client → Envoy → App

Outbound:

App → Envoy → Upstream Service Envoy → Upstream App



Envoy becomes the communication “brain” while the application focuses on business logic.

6 — mTLS in App Mesh: end-to-end encrypted and identity-verified communication

App Mesh supports end-to-end mutual TLS, which ensures:

Encryption in transit

Identity validation via SPIRE or ACM

No plaintext traffic between services

Automatic certificate rotation

Per-service trust boundaries

The flow:

mTLS is enforced at the proxy layer, not the application layer, which means the app does not need TLS 
libraries or certificates.

7 — Retry logic, backoff, and circuit-breaking at the mesh level

Envoy supports advanced reliability controls:

Retries

Automatic retry on 5xx errors

Configurable max attempts

Jittered backoff

Circuit breaking

Limits on number of concurrent connections

Limits on requests per second

Trip/open circuit thresholds

Timeouts

Request timeouts

Idle timeouts

Connection timeouts

This protects downstream services from overloaded upstreams and prevents cascading failure events.

App A → Envoy A (TLS handshake)

       → Envoy B (TLS handshake) → App B

Failure → Envoy retries (with backoff)

Too many failures → circuit opens

Packets dropped → upstream protected



8 — Traffic shifting and canary deployments using App Mesh

App Mesh allows advanced deployment strategies:

Weighted routing

Send 90% to v1 and 10% to v2

Gradually shift traffic over time

Header-based routing

Route requests with specific headers to certain versions

Shadow traffic

Mirror real production traffic to a new service version without affecting users

Blue/green deployments

Define two virtual nodes (blue/green)

Switch traffic instantly with zero downtime

This eliminates the need for complicated ALB rules in multi-service deployments.

9 — Observability in App Mesh: Envoy metrics, tracing, logging, CloudWatch, X-Ray

Envoy sidecars emit:

Metrics

Latency

Request volume

Upstream/downstream errors

mTLS handshake failures

Logs

Access logs

Admin logs

Traces

Distributed tracing via X-Ray or OTel

These metrics feed:

CloudWatch

Prometheus

Datadog

Jaeger

App Mesh Router:

    v1: 80%

    v2: 20%



X-Ray

OpenTelemetry backends

This gives deep insight into request flow across microservices.

10 — Complete reference architecture for Fargate service-to-service communication

Below is the integrated architecture combining Cloud Map + App Mesh + Envoy:

Communication flow:

This architecture delivers:

Secure communication (mTLS everywhere)

Reliable cross-service communication

Automatic retries + backoff

Canary deployments and routing

Unified metrics and tracing

Isolation per task (strongest Fargate security model)

Zero-trust networking at the service level

                  ┌──────────────────────────┐

                  │        Cloud Map         │

                  │  (service registry/DNS)  │

                  └───────────┬──────────────┘

                              │

     ┌───────────────────────────────────────────────────────────┐

     │                       App Mesh                            │

     │      (virtual services, virtual nodes, routes, mTLS)      │

     └───────────────────────┬───────────────────────────────────┘

                             │

                ┌────────────┴────────────┬────────────┐

                │                          │            │

        ┌─────────────┐           ┌─────────────┐       ┌─────────────┐

        │  Service A   │           │  Service B   │       │  Service C   │

        ├─────────────┤           ├─────────────┤       ├─────────────┤

        │ Envoy Sidecar│ ←──────→ │ Envoy Sidecar│ ←──→ │ Envoy Sidecar│

        │ App Container│          │ App Container│       │ App Container│

        └─────────────┘          └─────────────┘       └─────────────┘

App A → Envoy A → mTLS → Envoy B → App B

App B → Envoy B → retries/circuit breaking → Envoy C → App C
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19 — Full networking stack inside AWS 
Fargate: VPC boundaries, ENIs, routing tables, 
NAT, private link, DNS, load balancer flow, 
and complete packet-level data path

 

1 — Why Fargate networking works differently from EC2-based containers and why it matters

In EC2-based ECS, multiple containers share the same EC2 instance network namespace. They typically 
use bridge mode, host mode, or awsvpc (optional). The EC2 instance has a primary ENI, and 
containers share it for outbound/inbound traffic. This means packet flow, SG boundaries, and routing 
rules are all shared across tasks.

Fargate eliminates EC2 hosts entirely. Every Fargate task receives its own isolated ENI, its own microVM 
network namespace, its own IP address, and its own security groups. This makes each task behave 
like a miniature EC2 instance from a networking perspective.

Therefore, the Fargate networking stack provides:

Per-task isolation

Per-task identity

Per-task security groups

Per-task routing tables (by subnet association)

Per-task IP logs via VPC Flow Logs

This is the strongest and cleanest networking model in AWS container platforms.

This changes how we design VPCs, subnets, NAT, endpoints, DNS, load balancing, and mesh behavior.

2 — The ENI as the foundational networking boundary for Fargate tasks

Every Fargate task receives one elastic network interface (ENI).

This ENI is placed in one subnet, and because subnets belong to AZs, the ENI binds the task to that AZ.

The ENI includes:

A private IPv4 address

(Optional) IPv6 address

Attached security groups

DHCP options (DNS)

Routing rules from the subnet’s route table

EC2 Launch Type:

    Many Tasks → share host ENI/IP

Fargate Launch Type:

    Each Task → gets its own ENI + its own IP + its own SG
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When the task stops, the ENI is deleted. No ENI reuse occurs across tasks.

This ENI boundary guarantees isolation stronger than Kubernetes CNI plugins, Docker bridges, or host-
level proxies.

3 — Subnet design: private, public, and the three-AZ minimum model

Production Fargate workloads almost always run in private subnets.

ALBs/NLBs run in public subnets.

NAT Gateways also live inside public subnets.

Each AZ must have:

public-AZ-a  with ALB + NAT

private-AZ-a  for Fargate tasks

Same for AZ-b, AZ-c

This ensures multi-AZ task placement and fault tolerance.

The subnet structure controls everything: ENI placement, routing, NAT usage, endpoints, and traffic 
flow.

Without multi-AZ subnets, Fargate cannot provide high availability.

4 — Route tables and packet flow: how Fargate tasks communicate inside the VPC

Every Fargate task inherits its routing from the subnet’s route table. Typical private subnet route table:

Task → ENI → private IP → SGs → routing → application

AZ-a:

   public-a (ALB, NAT)

   private-a (Fargate tasks)

AZ-b:

   public-b

   private-b

AZ-c:

   public-c

   private-c

Destination          Target

------------         ----------------

10.0.0.0/16          local

0.0.0.0/0            NAT Gateway

com.amazonaws.*      VPC Endpoints



This yields:

Local VPC communication stays internal

Outbound internet flows via NAT Gateway

AWS API access (ECR, Logs, X-Ray, SSM, Secrets Manager) goes via VPC endpoints

There is no bridge, no host-level routing, no kube-proxy, no CNI plugin—Fargate bypasses all that with 
direct ENI + VPC routing.

This gives predictable, stable, per-task routing behavior.

5 — Outbound Internet access for Fargate tasks: NAT vs VPC endpoints

If tasks need Internet:

Private subnets → route to NAT Gateway → Internet Gateway → external endpoint

NAT anonymity ensures tasks do not need public IPs

Highly recommended: use multiple NAT Gateways (one per AZ)

If tasks only need AWS APIs:

DO NOT use NAT

Instead deploy VPC Endpoints:

These endpoints allow Fargate tasks to access AWS services privately, without Internet routing, 
improving resilience and reducing cost.

6 — How DNS works for Fargate tasks: VPC resolver + Cloud Map + mesh DNS

Fargate tasks use the VPC DHCP Options Set for DNS:

Default VPC DNS Resolver: 169.254.169.253

This resolver answers:

Public DNS (AWS endpoints, external domains)

Private DNS (internal R53 private zones)

Cloud Map DNS (service discovery)

Task ENI → subnet route table → NAT/VPC endpoints → destination

ECR

ECR DKR

CloudWatch Logs

CloudWatch Monitoring

X-Ray

SSM

Secrets Manager



If App Mesh is enabled, Envoy sidecar intercepts DNS requests to route them through mesh logic.

Two primary models:

A) Cloud Map DNS

Used for internal service-to-service discovery.

B) App Mesh DNS override

Envoy intercepts DNS and rewrites to virtual nodes.

DNS is the foundation of microservice routing inside Fargate.

7 — Inbound traffic flow: how ALB/NLB reaches Fargate tasks

ALB/NLB → Target Group → Task ENI IP:Port

Packet flow:

Key points:

ALB/NLB uses IP-based targets for Fargate

ECS automatically registers/deregisters targets

No host port mapping

No dynamic port assignment complications

Fully deterministic routing

8 — East-west traffic between tasks: security groups + no host networking

Because each task has its own ENI, east-west traffic flows like traffic between EC2 instances:

orders.service.local → 10.0.4.15, 10.0.7.123, 10.0.9.44

orders.mesh.local → Envoy cluster → actual task IPs

Client

    ↓

ALB Listener

    ↓

Target Group

    ↓

Task ENI (private IP)

    ↓

Container Port

    ↓

Application



Controls:

Security Groups

NACLs

Per-task SG rules

Cloud Map or mesh routing

Optional Envoy sidecars

This enables true zero-trust microsegmentation:

Much stronger than EC2 host-level SG boundaries.

9 — Network Flow Logs per Fargate task: visibility at the ENI level

Because each task gets its own ENI, VPC Flow Logs automatically provide per-task visibility:

Accepted vs Rejected flows

Source/destination IP/port

Traffic volume

Security group or NACL denies

Latency and path analysis

Example:

This is far superior to EC2 node-level visibility where multiple services share the same ENI.

10 — The complete Fargate networking architecture (packet-level view)

Below is the full, end-to-end architecture:

Task A ENI → private VPC route → Task B ENI

SG-orders → allows only SG-payments

SG-payments → allows only SG-db

SG-backend → allows nothing from internet-facing SGs

eni-12345 → eni-98765 : ACCEPT

eni-12345 → RDS ENI : ACCEPT

eni-12345 → unknown external IP : REJECT

                          Internet

                              │

                     ┌────────┴────────┐

                     │   ALB / NLB     │



This architecture supports:

Multi-AZ placement

Per-task security groups

Private routing

Load-balanced ingress

Per-task observability

VPC endpoints for AWS API access

NAT for outbound Internet

                     └────────┬────────┘

                              │

               ┌──────────────┼───────────────┐

               │              │               │

             AZ-a           AZ-b             AZ-c

        ┌──────────┐   ┌──────────┐     ┌──────────┐

        │public-a  │   │public-b  │     │public-c  │

        └────┬─────┘   └────┬─────┘     └────┬─────┘

             │              │               │

      ┌──────┴──────┐ ┌─────┴──────┐ ┌──────┴──────┐

      │ NAT-a       │ │ NAT-b       │ │ NAT-c       │

      └──────┬──────┘ └─────┬──────┘ └──────┬──────┘

             │              │               │

  ┌──────────┴──────────┐ ┌─┴──────────────┐ ┌──────────┴──────────┐

  │   private-a (tasks) │ │private-b (tasks)│ │ private-c (tasks)  │

  ├──────────────────────┤ ├─────────────────┤ ├─────────────────────┤

  │  ENI-1 (task)        │ │ ENI-3 (task)    │ │ ENI-5 (task)        │

  │  ENI-2 (task)        │ │ ENI-4 (task)    │ │ ENI-6 (task)        │

  └──────────────────────┘ └─────────────────┘ └─────────────────────┘

             │              │               │

      (Route Table = local + NAT + endpoints)

             │              │               │

             └──────────────┬───────────────┘

                            │

                  ┌─────────┴─────────┐

                  │  VPC Endpoints    │

                  │ (ECR, Logs, SSM)  │

                  └─────────┬─────────┘

                            │

                      AWS Services

                   (ECR, Logs, SSM, etc.)
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20 — Common pitfalls, misconceptions, 
interview traps, and architectural mistakes in 
AWS Fargate — and exactly how to avoid 
them

 

1 — Mistake: Treating Fargate like “EC2 with Docker” instead of a serverless compute plane

One of the biggest conceptual mistakes is to approach Fargate as if it were “EC2 with containers but 
someone else is clicking the buttons.” In that mental model, people expect to have node-like behaviors: 
SSH access, daemon processes on the host, custom kernels, host-mounted agents, and the ability to 
tune Docker-level settings. Fargate does not work like this at all. There is no host for you to manage, no 
Docker daemon you control, no SSH entry point, and no concept of “installing” something at the node 
level. This leads to frustration (for example, “Where do I put my log agent?”) or broken designs (like 
assuming DaemonSets or node-wide reverse proxies).

The correct mental model is: Fargate is Lambda-for-containers — we define tasks, sidecars, IAM, and 
networking; AWS owns everything beneath that. Architecturally, that means every cross-cutting concern 
(logging, metrics, mesh, security, secrets, etc.) must be built using task-level components (sidecars, 
logging drivers, SDKs) and never by relying on host capabilities. Whenever you catch yourself saying 
“I’ll just install X on the node,” for Fargate the answer is always: “No node. Build it as a container, sidecar, 
or managed service.”

2 — Mistake: Re-using EC2 cluster patterns (DaemonSets, host agents, shared volumes) in Fargate 
designs

Many teams coming from Kubernetes or ECS/EC2 bring along patterns that depend on node-level 
constructs like DaemonSets, hostPath volumes, Docker socket mounting, or host-resident monitoring 
agents. In Fargate, there is no cluster node that you control, so these patterns simply do not exist. 
Trying to port them directly leads to designs that cannot be deployed (for example, wanting to run a 
node-local Envoy agent, or a node-wide filebeat, or a per-node log processor).

The fix is to deliberately convert node-level patterns into task-level patterns. A DaemonSet becomes 
“a sidecar inside every relevant task.” A host-level log agent becomes “FireLens inside each task.” A 
node-level envoy becomes “an Envoy sidecar per task.” A shared local host path becomes “an EFS mount 
or a shared volume inside the same task only.” The new rule is: if you cannot express it as “something 
that lives entirely inside one Fargate task,” then it is not a valid pattern for Fargate.

3 — Mistake: Underestimating task sizing and ignoring sidecars in CPU/memory planning

A classic Fargate failure mode is to size tasks purely for the application container and forget that 
sidecars consume significant resources. For example, teams choose 0.25 vCPU and 512 MB for a service 
that has an Envoy sidecar and a FireLens sidecar. At low traffic, this might work; under real load the 
Envoy process uses CPU for TLS and routing, FireLens uses CPU and memory for parsing and buffering 
logs, and the application itself needs CPU for business logic. The result is CPU starvation, increased 
latency, and eventually memory pressure leading to OOM kills.

The correct pattern is to treat the task as the unit of capacity, not the app container. We always 
compute: App + Envoy + FireLens + any helper + headroom , then map that to an appropriate 
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Fargate CPU/memory combination. That means intentionally choosing larger sizes like 1 vCPU / 2 GB  

or 2 vCPU / 4 GB  for heavy microservices with multiple sidecars. Fargate is strict: if you go over 
memory, you die; if you saturate CPU, everything in the task slows down. Good architects bake sidecar 
cost into every sizing decision.

4 — Mistake: Treating ENIs and IPs as if they were cheap and unlimited (subnet exhaustion)

Because each Fargate task gets its own ENI and IP, a naive design that uses very small subnets (for 
example /28  or /26 ) quickly runs out of IP addresses. This shows up as intermittent failures to launch 

new tasks, scale out, or complete deployments. Error messages often say that ENIs cannot be created or 
IPs cannot be allocated in the subnet, leading to unstable behavior exactly when we need elasticity the 
most.

The fix is to treat subnet CIDR size as a capacity planning dimension. For Fargate-heavy 
environments, private subnets should usually be at least /21  or /20  so that each AZ can host 

hundreds or thousands of tasks we might need during spikes or deployments. We must also avoid 
packing too many unrelated workloads into the same tiny subnet. In a Fargate world, IP addresses are 
“task slots.” When subnet CIDR is too small, we are literally running out of slots.

5 — Mistake: Single-AZ Fargate services while believing “AWS is automatically multi-AZ”

A very common misconception is “I deployed to Fargate, AWS will keep it highly available across AZs 
automatically.” This is false. Fargate only runs tasks in the subnets we explicitly provide. If we pass only 
one subnet in one AZ to the ECS Service, that service is single-AZ, no matter how many tasks it runs. An 
AZ outage, or even a load balancer node outage in that AZ, takes the entire service down.

The correct design is to always use at least two (ideally three) private subnets in different AZs for 
every production Fargate service. ECS will then spread tasks across those AZs. ALBs/NLBs must also be 
configured to use public subnets in multiple AZs. Only then do we get real multi-AZ resilience. If a 
candidate in an interview says “Fargate is automatically multi-AZ,” that is a red flag; the precise answer is 
“Fargate can be multi-AZ if we provide subnets in multiple AZs and design our load balancers 
accordingly.”

6 — Mistake: Mixing up the Execution Role and the Task Role (and over-privileging both)

A frequent IAM trap is to put application permissions (S3, DynamoDB, SQS, KMS, etc.) into the 
execution role instead of the task role, or to give both roles wildly broad permissions like 
AdministratorAccess  or :* . This confuses responsibilities and defeats the principle of least privilege. 

It also causes debugging pain because sometimes image pulls work but the app cannot access its data, 
or vice versa.

The correct IAM discipline is: Execution Role is ONLY for ECS/Fargate infrastructure activities 
(pulling images, pushing logs, fetching ECS-injected secrets), and Task Role is ONLY for what the 
application does at runtime (talk to S3, DynamoDB, SQS, KMS, etc.). In a well-designed system we see 
one shared execution role across many services with minimal permissions, and many distinct task roles, 
each narrowly scoped to what that specific microservice needs. That strict separation is both an 
architecture best practice and a common interview expectation.

7 — Mistake: Ignoring Cloud Map or service discovery and hard-coding endpoints



Another frequent mistake is to treat Fargate tasks as if they had stable IP addresses or to use hard-
coded hostnames pointing directly to specific task IPs. Because Fargate tasks are ephemeral, their ENI 
IPs change on deployments, scaling events, and failures. Hard-coded endpoints break as soon as the 
system behaves dynamically (which is the whole point of Fargate).

The proper pattern is to rely on Cloud Map service discovery or a mesh/ALB integration. Internal 
service-to-service calls should use a stable DNS name (like orders.myapp.local ) that resolves to the 

current healthy tasks. ECS + Cloud Map keep the set of IPs updated as tasks come and go. When using 
App Mesh, we rely on virtual services and Envoy routing instead of manual IPs. In interviews, a strong 
answer mentions Cloud Map or service discovery explicitly whenever Fargate microservice 
communication is discussed.

8 — Mistake: Overusing public subnets for Fargate tasks and exposing them directly to the Internet

Sometimes teams place Fargate tasks in public subnets with public IPs “so they can hit the Internet 
directly” or “so they’re easy to call.” This creates unnecessary exposure: each task becomes internet-
reachable if security groups are misconfigured, and the attack surface grows dramatically. It also 
complicates network policy and breaks the usual pattern of ALB/NLB as the single entry point.

The best practice is to run Fargate tasks in private subnets, without public IPs, and expose them only 
through ALBs/NLBs, API Gateways, or mesh ingress. Outbound access to the Internet should go through 
NAT Gateways or, even better, through VPC Endpoints for AWS APIs. If external clients must call your 
service, they hit the load balancer or an API Gateway; tasks themselves stay invisible inside the VPC. 
“Tasks in private subnets, LBs in public subnets” is the canonical answer in design and interview 
discussions.

9 — Mistake: Assuming Fargate is always cheaper than EC2, or always more expensive, without 
workload analysis

Two opposite myths exist: “Fargate is always cheaper than EC2 because you pay only for what you use” 
and “Fargate is always more expensive, so we should never use it for serious workloads.” Both are 
wrong. Fargate is cost-efficient for bursty workloads, spiky traffic patterns, small-medium microservices, 
and teams that lack platform expertise. For huge, stable, extremely high-throughput loads, well-tuned 
EC2 clusters with reserved instances or savings plans can be cheaper per unit of compute.

The correct architectural position is: we choose Fargate or EC2 based on load profile and 
operational trade-offs, not ideology. For a latency-sensitive, 24×7 monster service consuming dozens 
of vCPUs constantly, EC2 may win on raw compute price. For dozens of microservices each with variable 
traffic, Fargate often wins because we avoid paying for idle nodes and platform engineering cost. A good 
interview answer acknowledges this trade-off explicitly instead of blindly picking one side.

10 — Mistake: Not designing for the “no SSH, no host access” reality (and then panicking when 
debugging)

Many teams, especially those used to EC2 or on-prem, still mentally rely on SSH: “If something goes 
wrong, I’ll log into the box and look around.” With Fargate, there is no box to log into. If logging, metrics, 
and traces are not designed upfront, debugging becomes painful because there is nowhere to inspect. 
People then say “Fargate is opaque and hard to debug,” when the real problem is that they never built a 
proper inside-task observability pipeline.



The way to avoid this is to design observability as a first-class requirement: always use CloudWatch 
Logs or FireLens; always enable Container Insights; for serious microservices, enable distributed tracing 
(X-Ray or OpenTelemetry); for mesh-enabled apps, capture Envoy metrics and logs. Debug sessions 
must be log/trace-driven, not SSH-driven. A strong design document for Fargate always includes a clear 
observability story, or the architecture is not complete.

11 — Mistake: Forgetting that Fargate tasks are AZ-pinned and cannot “move” on failure

Another subtle misconception is thinking that when an AZ has issues, “Fargate can just move tasks 
across AZs automatically.” In reality, a running task is pinned to the ENI in its subnet and therefore to its 
AZ. If that AZ degrades, the task will fail; ECS must then start new tasks in other AZs using other 
subnets. This only works if the service configuration includes multiple AZs in the first place.

The practical consequence: any design that lists a single subnet or a single AZ in its ECS Service 
definition is not HA, no matter how people talk about “AWS resilience.” Good architects always think in 
terms of subnets as fault domains: a service using one subnet is single-AZ; a service using three 
subnets across three AZs truly matches AWS’s multi-AZ resilience story.

12 — Mistake: Pushing all cross-cutting concerns into the app instead of using sidecars and managed 
services

One anti-pattern is to keep building microservices as if we had no platform features: every service 
manually handles logging formats, retries, TLS, token refresh, rate limiting, and metrics emission. 
Fargate works best when cross-cutting concerns are pushed into sidecars (FireLens, Envoy, OTel 
collectors) and managed AWS services (CloudWatch, X-Ray, Secrets Manager, App Mesh).

The fix is to deliberately design a standard Fargate task blueprint: for example, “app + logging sidecar 
(FireLens) + mesh sidecar (Envoy) + optional OTel sidecar.” This blueprint becomes the platform 
contract: every microservice inherits logging, routing, and tracing by default. Only business logic lives in 
the main container. In interviews, talking about “platform sidecars + managed observability + 
secrets/IAM” signals deep understanding of how Fargate is meant to be used.

13 — Mistake: Ignoring ENI-based security and treating all tasks as if they shared one big security group

Some designs still behave as if all services live behind a single instance-level security group. They create 
huge SGs like sg-microservices  and let everything talk to everything on many ports. This kills the 
security advantage of per-task ENIs. If one service is compromised, lateral movement to all other 
services becomes trivial because the network boundary is effectively flat.

The best practice is to treat each microservice’s security group as an identity, and write security 
group rules as identity-to-identity allow lists. That means: SG-api can talk to SG-orders on port 

443; SG-orders can talk to SG-payments; SG-payments can talk to SG-db; no one else can 

talk directly to SG-db . Fargate plus ENI-per-task makes this easy; we just need to use it. In an exam 
or interview, mentioning “per-service security groups + VPC Flow Logs per ENI” is a strong signal that you 
understand Fargate’s security model.

14 — Mistake: Assuming Fargate will “fix bad architecture” instead of amplifying it

Finally, there is a strategic mistake: believing that simply moving to Fargate will cure monoliths, poor 



boundaries, chatty dependencies, or unbounded fan-out patterns. What Fargate actually does is 
remove node management; it does not fix slow database queries, N+1 API calls, poorly designed 
schemas, or chatty cross-service communication. In fact, because Fargate makes scaling very easy, bad 
communication patterns can generate even more traffic, more contention, and higher cost.
The correct mindset is: Fargate is an execution platform, not an architecture optimizer. We still 
need good domain modeling, bounded contexts, proper caching, resilient communication patterns, and 
stable data contracts. When those are in place, Fargate gives us fantastic operational simplicity and 
security. When they are not, Fargate will happily scale our bad design into a bigger, more expensive bad 
design.

AWS Fargate — FULL CONSOLIDATED MEGA-
DIAGRAM (Single Unified Architecture)

 

=====================================================================

                          INTERNET / CLIENT

=====================================================================

                                   │

                                   ▼

                         ┌────────────────────┐

                         │  Application LB    │

                         │ (HTTP/HTTPS, L7)   │

                         └───────┬────────────┘

                                 │  (Targets registered dynamically)

                  ┌──────────────┼─────────────────────────┐

                  │              │                         │

                  ▼              ▼                         ▼

        ┌────────────────┐ ┌────────────────┐     ┌────────────────┐

        │  public-subnet │ │  public-subnet │     │  public-subnet │

        │      AZ-a      │ │      AZ-b      │     │      AZ-c      │

        └──────┬─────────┘ └──────┬─────────┘     └──────┬─────────┘

               │ NAT-a             │ NAT-b                │ NAT-c

               ▼                   ▼                      ▼

================================================= NETWORK LAYER =====

               │                   │                      │

     ┌─────────▼──────────┐┌───────▼──────────┐┌────────▼─────────┐

     │   private-subnet    ││   private-subnet  ││   private-subnet │

     │       AZ-a          ││       AZ-b        ││       AZ-c       │

     └────────┬────────────┘└────────┬──────────┘└────────┬─────────┘

              │ ENI per task          │ ENI per task         │ ENI per task

              ▼                        ▼                      ▼

   ┌───────────────────────┐   ┌───────────────────────┐  ┌───────────────────────┐

   │    FARGATE TASK #1    │   │    FARGATE TASK #2    │  │    FARGATE TASK #3    │

   │  (App + Sidecars)     │   │  (App + Sidecars)     │  │  (App + Sidecars)     │

   ├───────────────────────┤   ├───────────────────────┤  ├───────────────────────┤

   │  ENI (private IP)     │   │  ENI (private IP)     │  │  ENI (private IP)     │

   │  Security Groups       │  │  Security Groups       │ │  Security Groups       │

   │  IAM Task Role         │  │  IAM Task Role         │ │  IAM Task Role         │

   │  MicroVM Isolation     │  │  MicroVM Isolation     │ │  MicroVM Isolation     │
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   ├───────────────────────┤   ├───────────────────────┤  ├───────────────────────┤

   │  App Container         │   │ App Container         │ │ App Container          │

   │  Envoy Sidecar (mesh)  │   │ Envoy Sidecar (mesh)  │ │ Envoy Sidecar (mesh)   │

   │  FireLens Sidecar      │   │ FireLens Sidecar      │ │ FireLens Sidecar       │

   │  (optional OTel)       │   │ (optional OTel)       │ │ (optional OTel)        │

   └───────────────────────┘   └───────────────────────┘  └───────────────────────┘

================================================= SERVICE DISCOVERY ==

                                 │

                                 ▼

                         ┌───────────────────┐

                         │   Cloud Map DNS   │

                         │  (service registry)│

                         └────────┬──────────┘

                                  │

                                  ▼

                       App-to-App Direct Calls

================================================= MESH CONTROL PLANE =

                                  │

                                  ▼

                       ┌───────────────────────────┐

                       │        APP MESH           │

                       │ (virtual services/nodes,  │

                       │  mTLS, routing, retries)  │

                       └──────────┬────────────────┘

                                  │

                     ┌────────────┼────────────┐

                     ▼            ▼            ▼

              Envoy → Envoy   Envoy → Envoy   Envoy → Envoy

              mTLS  / Retries / CircuitBreaking / Tracing

================================================ OBSERVABILITY =======

        Logs → FireLens → CloudWatch / S3 / ES / Vendor

        Metrics → Container Insights / CloudWatch

        Traces → X-Ray / OpenTelemetry → Backend

        Flow Logs → Per-task ENI visibility

================================================ IAM / SECURITY =======

   Task Role → App runtime permissions

   Execution Role → Image pulls, logs

   SG-per-task → Zero-trust

   MicroVM → kernel/process isolation

================================================ TASK LIFECYCLE =======

   Placement → ENI → microVM → image pull → sidecars → app start

   Health checks → LB registration → steady state → autoscaling

   Shutdown → SIGTERM → microVM destroyed → ENI deleted

=====================================================================

                    FULL END-TO-END FARGATE ARCHITECTURE

=====================================================================



FULL EXPLANATION OF THE MEGA-DIAGRAM 
(Deep Master Summary)

 

Below is the complete unified explanation covering every architectural layer represented in the mega-
diagram.

This is the single consolidated master narrative of AWS Fargate architecture.

1 — Ingress Layer: ALB/NLB → Fargate Tasks  
Traffic enters from clients or the Internet.

ALB/NLB lives in public subnets and acts as the entry point.

ALB target groups use IP-based registration because tasks have unique ENIs.

ECS automatically registers/deregisters tasks during scaling or deployments.

This ensures that load balancing is self-updating, multi-AZ, and per-task.

2 — Network Boundary: NAT, Subnets, IP Routing  
NAT Gateways provide outbound access for private Fargate tasks.

Private subnets hold tasks; public subnets hold load balancers and NAT.

Each task inherits the route table of its private subnet.

VPC endpoints allow private access to AWS APIs (ECR, CloudWatch, SSM, Secrets Manager).

This layer ensures secure, stable IPv4/IPv6 routing for every task.

3 — Per-Task ENI: the fundamental isolation layer  
Every Fargate task receives its own ENI.

Each ENI has:

A unique private IP

One or more security groups

Dedicated network namespace

Isolated packet and flow logs

This makes each task behave like a standalone EC2 instance in the VPC.

4 — Fargate Task Runtime: microVM isolation  
Inside each task:

Firecracker microVM (isolated kernel)
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App container (your service)

Envoy sidecar (service mesh, mTLS, routing)

FireLens sidecar (logging pipeline)

Optional OpenTelemetry collector

This is the core execution environment.

5 — Service Discovery: Cloud Map  
ECS registers tasks with Cloud Map dynamically.

Services call each other via DNS:

This enables internal service-to-service communication without hardcoded IPs.

6 — Service Mesh (App Mesh + Envoy)  
Each task includes an Envoy proxy.

Envoy handles:

mTLS between microservices

Retries and backoff

Circuit breaking

Traffic shifting (blue/green)

Header/path-based routing

Tracing injection

Per-request metrics

App Mesh defines virtual nodes, virtual services, and routes.

7 — Observability Layer  
Three major telemetry channels:

Logs  

App → FireLens → CloudWatch / S3 / ElasticSearch / vendors

Buffering, filtering, JSON parsing

orders.service.local → list of current task IPs
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Metrics  

Service-level CPU/memory

Per-container metrics (Container Insights)

Mesh metrics from Envoy

Traces  

X-Ray SDK

Envoy tracing

OpenTelemetry collectors

This gives full SRE-grade visibility.

8 — IAM Permission Architecture  
Two roles:

IAM Task Role (runtime)  

App AWS API access

Least-privilege per microservice

Provided via STS temporary credentials

IAM Execution Role (startup)  

Pull images (ECR)

Write logs

Inject secrets

Never mix these roles.

9 — Task Lifecycle: creation → run → teardown  
The Fargate lifecycle:

1. ECS scheduler picks subnets + AZ

2. Fargate creates ENI

3. Fargate provisions microVM

4. Execution role pulls images

5. Sidecars start

6. App starts

7. LB health checks

8. Task enters steady state
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9. Scaling events add/remove tasks

10. Shutdown → SIGTERM → microVM destroyed → ENI deleted

This lifecycle is fully isolated and ephemeral.

10 — Autoscaling and HA  
ECS Service Auto Scaling reacts to CPU/memory, ALB requests, custom metrics.

Tasks are distributed across multiple AZs automatically.

Deployments use LB health checks to ensure zero downtime.

Scaling is instant, predictable, and node-free.
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